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Abstract

This thesis focuses on the beamforming design for wireless information and power
transfer system. The system adopted in this paper is multiuser Multi-input and Multi-output
antennas (MIMO) with separated receivers and simultaneous wireless information and
power transfer (SWIPT) under the circumstances that eavesdroppers are trying to wiretap the
transmitted information. The proposed problem is to maximize the energy transfer efficient
for idle receivers while maintaining the security of wireless communication between
transmitter and desired receiver. It takes into consideration of the maximum power can be
supplied by power grid, minimum data rate for recovering transmitted signal and minimum
power required for energy harvesting circuit. We exploit the physical layer security with
power constraints and signal design to ensure the secrecy in signal transmission. In
particular, the energy signal and artificial noise generated at transmitter and embedded in
transmitted signal are utilized for protecting signal which contains information needed to be
decode. However, the formulated optimization problem is a non-convex equation which is
hard to solve in general. In this thesis, we have proposed a series of transformations and
obtain the optimum solution. Numerical simulation results show the relationship for average
energy transfer efficiency versus maximum required total transmit power and minimum
required SINR between transmitter and idle energy receivers respectively. Moreover, the
results reveal a dual use of energy signal and artificial noise injected into information signal
which can improve energy harvesting efficiency and ensure security of wireless
communication simultaneously. The system can also provide a remarkable performance gain

with extra transmit antennas equipped at base station.
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1 Introduction

The increasing interest of next generation network based on Internet-of-Things
(IoT) has led to rapid growth in number of wireless communication devices recent
years. There are 20.35 billion smart devices (e.g., smart phones and sensors) connect
together into IoT network in 2017 [1]. This kind of networks are supposed to guarantee
a communication with high data rate and secrecy while maintain acceptable quality of
service (QoS), and need sufficiently high energy consumption in order to meet those
requirements. As a result, various technologies have been proposed such as channel
coding, MIMO and multipath routing. In particular, multi-input multi-output (MIMO)
introduces spatial degrees of freedom into the resource allocation security as a solid
solution to reduce energy consumption while maintaining the system performance.
Furthermore, multiuser MIMO technology where several single-antenna receivers are
served by one base station equipped with multiple antennas, can be considered as
alternative way of achieve the latent gains and improves the efficiency of energy

utilization.

Majority of devices in IoT networks are sensors which are typically powered by
battery with limited energy leading constrained network life time. The development of
battery energy storage technology is unable to keep pace with the significant growth of
energy demand, cf. [2] - [4]. Although replacement of batteries can extend their lifetime
effectively, it will cause high cost and sometime impossible (e.g. medical implant). The
energy harvesting circuit could collect power from natural resources such as solar,
hydro energy, and background radio-frequency (RF) signals. It is a promising way for
providing a more stable wireless communication system. However, renewable sources
are labile for the limitation caused by unpredictable climate and change of position.
Besides, it may not be applicable for some circumstances (i.e., indoor environment),
while collecting energy from RF signals is controllable. Simultaneous wireless
information and power transfer (SWIPT) exploits different aspects of RF signals, which

are signal transmission and power transfer.

Recently, there is an increasing interest about wireless power transfer (WPT) in
power related academic and industry society. However, the concept of this topic was
proposed by Nikola Tesla in early 20th century, cf. [5]. The project he conducted of
building power station for wireless charging is not successful and that power station was

only used for experiment. In the late 20th century, there is a re-emerged need of WPT



technology due to various reasons. For instance, the popularization of mobile devices
(i.e., personal computers, smart phones) and rapid growth of hybrid electric vehicles, cf.
[6]. Nowadays RF signals are widely employed in wireless communication system. In
2008, Varshney proposed the concept of simultaneous wireless information and power
transfer (SWIPT) in [7] and first conducted a study of rate-energy trade off. This
technology becomes appealing in both academia and industry since it exploits the dual

use of RF signals which are information delivering and power transferring.

Green communication design has gained extensive attention in recent years [7] -
[12]. The challenges of current SWIPT network have been studied in [15]. It mainly
focuses on presenting the security of wireless transmission in different networks and
interference management. A power distribution algorithm for frequency selective fading
channel to achieve optimal data rate and total harvested power for given transmit power
was proposed in [10]. Nevertheless, the assumption made in [7] and [10] indicates that
the receivers can reuse the same transmitted signal for gaining energy and decode
information. Unfortunately, this is impossible because of hardware limitation for now.
Two types of EH receiver (separated receiver and integrated receiver) were proposed in
[11] - [16]. Integrated receiver with power splitting splits the received signal into two
parts (it can be static ratio or dynamic ratio), one part of signal is used for energy
harvesting and the other one is used for information decoding. Integrated receiver is
equal to separated receiver under certain circumstances, for instance, time switching
receiver and antenna switching receiver with same static splitting ratio. The simulation
results of rate-energy trade-off for different receivers under various channel state
showed in [17] and [18]. The authors of [11] conducted a study of rate-energy region of
different type of energy harvesting circuits for system has two users, while the results of
numerical simulation show that separated receivers have better performance in low
energy region. Moreover, the integrated receivers have high energy transformation
efficiency in high energy region. A different resource allocation algorithm for integrated
power splitting receiver was proposed in [19] for optimizing power transfer efficiency.
The power consumption during the process of information decoding and energy transfer
has been considered. The circuit constituted by different electrical component will have
impact on the overall harvested energy. However, the hardware circuit of energy
harvester is not the primary consideration of this paper. The impact caused by different
circuits are considered to be ignored and we only concern about the structure of EH
receivers. Yet, there is a power consumption of digital circuit which cannot be

overlooked when designing power allocation and it regards as an important role in [20]
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and [21]. In [22], the authors provide a new system model which transmits information
signal with energy signal for improving the energy transferred in system. There is a
positive correlation between the transmitted power and the harvested energy. However,
increasing the transmit power may also increase the potential of successful
eavesdropping and risk of information leakage in [23] - [27]. Hence, a rising concern

about secrecy transmission in SWIPT system need to be considered.

Providing information security in signal transmission is elementary in wireless
communication systems. The most common way for improving information secrecy is
encryption which requires a private key. The maximum secrecy data rate for desired
information receiver can be achievable was studied in [28] and [29]. The definition of
secrecy data rate is the data rate that complete reliable for transmitter to send signal
without bearing the risk of information leakage. The concept of perfect security can be
obtained by using the physical layer method that restricts the received signal power or
signal-to-noise ratio (SNR) at eavesdropper was provided in [30]. In [31], the authors
assumed all the potential eavesdroppers are in the near field of transmitting area to
further constrains the requirement for achieving security. There are two major
approaches listed in [32] for data protection in physical layer, power constraint and
signal design. Unlike the method been used in application layer (i.e., cipher), the
methodology in physical layer focuses on constraints exploits in the fundamental of
wireless communication, cf. [33]. Utilizing artificial noise generated by multiple
antennas and inject into null space of channel between transmitter and eavesdroppers
can degrade the effectively reduce the probability of information leakage as the results
showed in [34] - [42]. The key for decoding energy signal is assumed to be known at
legitimate receivers, thus can improve the system security and harvest energy at the
same time. Furthermore, the dual utilization of energy signal and artificial noise is fully
exploits in [43]. Changing the power allocation algorithm could be used for solving

different optimization problem.

In fact, beamforming technology can provide secrecy in wireless communication
that concentrate the transmit power of information into certain direction where the
desired receiver is in by using multiple antennas to generate the beamforming vector.
Not only it can boost the security during transmission, also helpful for various
maximization objectives, cf. [44] - [54]. The authors in [55] proposed a transmit signal
with information beam focuses on desired information decoder and artificial noise

focuses on other energy harvester. However, the accuracy of beamforming vector relies



heavily on channel state information at transmitter (CSIT). The beamforming
technology relies on CSI obtained through channel estimation, cf. [56]. At the first stage
of each time slot, all legitimate receivers need send signal which contains handshaking
information to base station for reporting their status. The information indicates the
location of desired information decoder and the received signal could be used to
estimate the channel at transmitter. The pilot sequence embedded in the handshaking
signal can be used for channel estimation between transmitter and legitimate receivers.
The CSI can be further update and perfection through sending back acknowledgement
(ACK) packages to transmitter through transmission. However, the CSIT cannot always
be perfect for instances outdated CSIT between transmitter and idle receivers and
estimation error. Although the computation complexity will be significant reduced if the
CSIT assumed to be perfect. The channel between transmitter and idle receivers may
not be updated since last transmission, thus, the CSI at base station may not be perfect.
Besides, the CSIT for eavesdroppers is nearly impossible to achieve in reality since eavs
are passive receivers which means they do not communicate with transmitter. Authors
in [43] and [55] study the optimal design of certain circumstance that partial CSIT for
receivers except desired receiver. The deterministic model proposed in [57] and [58]
determines a presentation of CSIT uncertainty between transmitter and receiver.
Nevertheless, there are several reasons that may cause imperfect CSIT for channel
between transmitter and desired information decoder [59]. For example, Estimation
error, limited feedback and delayed CSIT. The performance of secrecy communication
system with outdated CSIT feedback and transmit antenna selection (TAS) is addressed
in [60]. The proposed algorithms in [61] indicate the solution for optimize system
performance under the constraint of QoS through precoding. In this paper, we focus on
multi-user MIMO optimization problem for maximizing energy transfer efficient.
Beamforming not only can improve the secrecy of the information transmitted, but also
can help to neglect the effect of fading and multi-path of power transfer under long-

distance circumstance in [62] and [63].



2 System Model

The system in this report is assumed to be multiuser MIMO that multiple antennas
equipped at transmitter serves several single antenna receivers withh Time Division
Duplex (TDD) as example shown in Fig. 1. The system has i+1 legitimate receivers in
two types. One is desired information decoder and the other is idle receiver which is
potential eavesdroppers. Only one desired receiver at each time slot with i idle receivers
and k passive eavesdroppers. The primary task for idle receivers are harvest energy
from ambient RF signals as many as possible that the energy will transfer into power
stored in battery. Meanwhile the active information decoder supposed to make sure the
error probability for information decoding is able to meet the system requirement. The
eavesdroppers are passively receiving signal from transmitter. To tighten security
requirement of transmission, the desired information receiver will place farther than

both idle energy receivers and eavesdroppers.

Figure 1 — System model for I+1 = 4 legitimate receivers and J = 2 eavesdroppers wireless

communication network.
2.1 Transmitted Signal

The signal generated at base station is designed to ensure the security of wireless
communication and to increase the harvested energy at idle receivers. Artificial noise
and energy signals transmitted with the beamformed information signal simultaneously
can achieve the effect that the channels between base station and eavesdroppers worse

and serve as a reliable energy source for power transfer. The transmit signal vector s is:



s = wx + Wg + n, (1)

information signal  energy signal artificial noise
where x € C and w € CV7*1 is the signal generated at base station carrying information
to be transmit and the beamforming vector for corresponding legitimate receiver while
N7 represents the total number of antennas equipped at BS. The information signal is
assumed to be independent sequence with £{|x|?} = 1. wg € CN™™1 is Gaussian

pseudo-random vector generated at transmitter as energy signal with
wi~ CN(0,Wy), (2)

where W € HVT and W > 0 represent the covariance matrix of energy signal. The
energy signal is used for providing energy source for receivers other than desired
information decoder. While n, € CN7* is the artificial noise signal vector for
providing secrecy in communication and is assumed to be complex Gaussian random

vector that
n, ~CN(0,Ny), (3)

where N, € HVT and N, > 0 represent the covariance matrix of artificial noise. In this
system, the generated artificial noise is completely random which means it is unknown

to both desired information receivers and idle energy receivers.

Assumption 1: The energy signal wg is assumed to be Gaussian pseudo-random vector
which can be decoded at legitimate receiver as it is a pre-defined sequence. The key is
assumed to be unknown at passive eavesdroppers. Transmitter need to change the key
used for decipher constantly to prevent being obtained by eavs and cause information

leakage.
2.2 Separated Receiver with Time Switching

Several types of EH receiver are available for SWIPT system. According to the
experimental results showed in [9] - [12], different hardware may have significant
difference when considering rate-energy trade-off under same circumstance. However,
the hardware circuit is not the main consideration for this report. Thus, there is no
specific energy harvesting circuit indicated in this report. Specifically, the EH receiver
been adopted is separated receiver with time switching in dynamic ratio. The structure
of the receiver is shown in Fig. 2. The receiver contains separated circuit for
information decoding and energy harvesting. The legitimate receivers switch to

information decoding only when they are allocated as desired information decoder. The



receiver switch to different circuit based on the information embedded in handshake
signal which indicates whether it is the desired receiver. However, for passive
eavesdropper, in order to increase the probability of success in wiretap the receiver is
assumed to always switch to information decoding status. In spite of that, we need to
exploit physical layer security with power constraints due to non-negligible probability

that legitimate receivers are potential eavesdroppers.
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Figure 2 — Block diagram of separated energy harvesting receiver with time switching.
2.3 Downlink Received Signal

Based on the channel model and transmitted signal we proposed, the received
signals at downlink for desired information decoder, i -th idle receivers, j -th

eavesdroppers are given.

y1=hs +np (8)
Vo =9g7s+np,Vie{l, .., I} 9)
y3; = U's + ngqp Vi €{1,..., ]} (10)

where s € CNT¥1 represent the vector of transmitted signal. hff € C**Nt gf € ¢1*Nr
and l]H € C™NT denotes the channel vector between transmitter and desired information
receiver, idle energy receiver i, i € {1,...,I} and eavesdropper j, j€{1,..,]},
respectively. n;p~N'(0,04nt), Nypi~N(0,05,¢) and Mgy j~N(0,0Z,,) are additive
white Gaussian noises (AWGN) which denote the thermal noise through transmission

and antenna noise generated at the receivers’ antenna.



2.4 Linear Energy Harvesting Model
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Figure 3 — Block diagram of energy harvesting circuit [64]

Figure 3 shows the block diagram of energy harvesting circuit mentioned in
figure 2 which can convert received RF signal into electricity. The received signal first
passes the passive bandpass filter to maximize the power transfer, cf. [65]. Then the
rectifying circuit will transfer the filtered signal into DC power. The total power

received at i-th idle receiver is:
Pigie; = Tr(G;W) + Tr(G;Wg) + Tr(G;N4) (11)

where G; = g;gf,vi € {1,..,I}. In this paper, we are considering linear energy
harvesting model which means the collected transferred energy increased with the
growth of total received energy. Which means the harvested energy is linear
proportional to total received power with efficiency 1. Hence, total harvested power at

i-th idle receiver can be presented as:

linear

idtei = NPidiei (12)

where 7 is defined as circuit energy harvesting efficiency of the harvesting circuit.
2.5 System Capacity and Secrecy Rate

The vector of energy signal wg we designed is assumed to be Gaussian pseudo-
random sequence that means the interference between adjacent receivers caused by
energy signal could be cancelled at legitimate receivers. However, the artificial noise
vector ny is complex Gaussian random sequence thus the interference cannot be
cancelled at all receivers, cf. [66]. The channel capacity (bit/s/Hz) between base station

and desired information decoder is [67]

wHHw
SINRp = 02, ++TT(HN ) +02 (13)
CID == lng(l + SINRID), (14)



where SINR;, is the signal-to-interference-plus-noise ratio (SINR) between transmitter
and desired information receiver and C;p is the corresponding channel capacity which
cancelled the interference caused by energy signal with H = hh'. 62 is the noise
generated at desired receiver when decoding the received signal. The channel capacity

between transmitter and i-th idle receiver can be represented as

wiGw
SINRID,i 02+ TT(GiN ) +02 "
Cip,i = log,(1 + SINR;p ), (19

where SINR,p ; and Cjp ; denote the SINR when the potential eavesdropper choose to
decode the received signal rather than harvest energy and channel capacity at
corresponding i -th idle receiver, respectively with G; = g;g%,vi € {1,...,1}. The
location and CSI for passive eavesdroppers is unknown for transmitter. The capacity

between transmitter and j-th eavesdropper in this case can be written as

_ wHL]-w
SINReav'j - 02nt+Tr(LjWg)+Tr(HNg)+02 (17)
Ceav,j = log,(1 + SINReav,j)a (18)

where L; = ljl]H,Vj € {1,...,J}. The physical meaning of equation (17) is that j-th
passive eavesdropper cannot cancel the interference caused by both energy signal and

artificial noise, thus reveals the dual use of these signals.

The secrecy channel capacity is defined as even when the potential eavesdroppers
or passive eavesdroppers with best channel cannot have enough power to decode the

information signal. The maximum security transmission capacity can be written as

+
Csec = [CID - max{maxie{l,...,l} Cip,i yMaAXjer1 1} Ceav,j}] (19)

The utilization of artificial noise vector n,, energy signal vector wg can provide security
for wireless communication system in different objectives. More specifically, the
artificial noise vectors are able to disturb the channel for idle receivers and passive
eaves, while energy signal vectors are only influence the channel between transmitter

and passive eavesdroppers. Both signals are reliable source for energy harvesting.



3 Problem Formulation

The CSIR is assumed to be perfect and there is no uncertainty of channel
information at transmitter. We intended to find the optimal solution of resource
allocation to maximize the energy transfer efficiency. The energy transfer efficiency is
defined as total energy harvested by energy receivers over total transmit power. There
are several constraints to ensure system performance while maintaining security of
wireless communication. In theory, the total harvested energy will increase with
increment of total transmit power. However, resource allocation differs with different
situation. For instance, if information decoder requires high SINR for decoding,
transmitter will allocate more power to beamform information vector to ensure overall
system meets the requirement thus less power could be radiated to energy harvester.
The transmit power contains 3 parts which are power of information signal, energy
signal and artificial noise, and summation of these 3 parts should be less or equal to
required maximum transmit power. Moreover, the received signal power at desired
information decoder should satisfies minimum requirement of SINR since the system
requires qualified wireless communication. Meanwhile, SINR for idle receivers and
eavesdroppers should be less or equal to maximum tolerable value to ensure secure
transmission. The design of this constraint means that power of information vector
received in both idle receivers and eavesdroppers should not enable the energy
harvesters to successfully decode transmitted information. In addition, energy harvested
at energy receiver should be large enough to trigger energy transfer circuit and linear

energy transfer model is adopted.

Thus, optimum resource allocation algorithm for maximizing the energy transfer
efficiency with transmit signal variables {W*,Wg, N4} can be achieved by solving

following equations:
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Yi[Tr(GW) + Tr(G;Wg) + Tr(G;N,)]
WWaN,  Tr(W) + Tr(Wg) + Tr(N,)

Subject to:

Co:Tr(W) + Tr(Wg) + Tr(Ny) < Prax

Tr(HW)
Ca: Oane+Tr(HN gy +02 = SINRreq’
] Tr(G;W) [
C3' aént+Tr(GiNA)+US < SINRtol; Vi e {1' e I}’
.. Tr(L;W) < SINR.o,Vj € {1, ..., ]},

: O'ént+TT(L]'WE)+TT(L]'NA)+O'S
Csl T][TT'(GlW) + TT(GlWE) + TT(GlNA)] > Pmin' Vi € {1, ey I},

CeW>0,Wp>0N,>0. (20)

The value of P4, in C; indicates the maximum radiation power at transmitter which
limited by the hardware of circuit. P, is a constant value for the sum of transmit
power. The constant SINR,..4 in C, is the minimum required SINR for desired receiver
to decode the received signal. While SINR,,;; in C3 and SINR,, in C, represent the
maximum SINR acceptable between transmitter and i -th idle receivers and j -th
eavesdroppers, respectively. In this paper, the idle receivers and eavesdroppers are
considered as energy harvester and randomly distributed near transmitter, hence the
maximum tolerable SINR for both idle receivers and eavesdroppers are same. The
energy harvest receiver used in this paper is separated receiver with dynamic time
switching. which means if the receiver is assigned to decode information, all the power
of received signal is assigned to information decoding circuit. Similarly, the
eavesdroppers are more switch to information decoding circuit to improve the
probability of successfully wiretap. The passive eavesdroppers are assumed not be able
to decode the energy signal while potential eavesdroppers which are legitimate receivers
are able to cancel the interference caused by it. Therefore, the constraints C3 and C, set
the upper limitation of achievable SINR for passive eavesdroppers and potential
eavesdroppers which exploits the physical layer security using power constraint. The
maximum tolerance SINR listed in C5 and C, should be less than the minimum required

SINR in C; , SINR,.q » SINRy; > 0,Vi € {1,...,I} and SINR,.; » SINR;, >

11



0,vj €{1,..,J}, in order to provide security in wireless information transmission.
Accordingly, the secrecy rate for desired receiver is bounded by C;, C5 and C, together
with the definition of secrecy rate mentioned in section 3.4, Csr = lo gz(l +
SINRreq) — log,(1 + maxi{SINRtol,SINRtol,i}) . The number of passive
eavesdroppers and their location is unknown at transmitter, although the number of
overall eaves J is set to be maximum tolerable value which transmitter can ensure the
security in signal transmission. Furthermore, maximize the secrecy rate is not the
primary task for this paper. The variable n and P,;;,; in Cs indicates efficiency of
energy harvesting for receiver and the minimum harvested energy for trigger the power
harvesting circuit, respectively. C; and W, Wg, N4 € HNT set the constraint of matrices

W, W, N 4 to be positive semi-definite Hermitian matrices.
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4 Solution for Optimization Problem

4.1 Transformation of Optimization Function

The maximization objective is in fractional form which may increase the
computational complexity in vector calculation. First of all, we define P as a set of
possible solutions of the proposed problem in (20) with constraints C; to Cg. Then,
assume {W,Wpg, N4} € P and we denote g as the optimum energy transfer efficiency

for the designed system and it could be presented as

2ilTr(GW)+Tr(G;WE)+Tr(GiNy)]
Tr(W)+Tr(Wg)+Tr(Ny)

1)

[ —
q = MaXy weN,

For notation simplicity, Y;;[Tr(G;W) + Tr(G;Wg) + Tr(G;N4)] is defined as
total received power for i-th idle receiver B.o.(W,Wg,Ny) and [Tr(W) + Tr(Wg) +
Tr(Ny)] is defined as total transmit power Py, (W,Wg, Ny). Now we could give the
transformation of objective function into the form in theorem 1. Furthermore, nonlinear

fractional programming [68] could be used to solve the proposed optimization problem

in (20).

Theorem 1: The energy transfer efficiency can be achieved the maximum value

q" if and only if

W%i)l(“ Prec(Wr WEJ NA)_ q*Ptot(W' WE' NA)

= Prec(W*,Wg,Ny) — q"Proe (W', W, Ny) =0 (22)
for Boc (W, Wg,Ny) > 0 and Pyt (W,Wg,Ny) > 0.

Proof: The proof of Theorem 1 could use the approach proposed in [69] and
[70].

The subtractive form equation (22) in Theorem 1 is equivalent to the fractional
form of optimization equation in (20). Which means the optimum resource allocation
algorithm for achieving maximum energy transfer efficiency in both equation is the

same. In particular, for an optimization problem written in fractional equation, e.g.

Prec(W'WE'NA)

, it will have an equivalent solution that could be obtained by the problem
Prot(W.WEN4)

formulated in subtractive form, e.g. P.oc(W,Wg,Ng)-q*Pror (W, Wg,N,) for same

W,rlgllli,)l(\l,q Prec(Wr WEJ NA) - thot(W' WE' NA) "

Subject to: C; — Cg. (23)




resource allocation algorithm. Thus, the proposed optimization formulation can be

presented as the following form:

Hence, the proposed problem is still find optimal resource allocation for

achieving maximum energy transfer efficiency but transferred into another form.
4.2 Semidefinite Programming Relaxation

The optimization problem formulated in (23) contains non-convex constraintC,,
thus it could be sorted as a non-convex quadratically constrained quadratic program
(QCQP), cf. [71] — [72]. In particular, the non-convexity of the proposed problem is
mainly caused by constraint C, on the beamforming vector w for information carrying
signal. However, there is no general standard method to solve an optimization problem
in non-convex form since the set of feasible solution is continuous which means it
contains infinitely solutions. It is impossible to run all possible solutions in extreme
case for achieving optimal resource allocation algorithm. In order to obtain the optimum
solution more efficiently, we first eliminate non-convexity of the problem related to
constraint C, by transform the optimization problem formulation in (23) into semi-
definite programming (SDP) problem. Then, the method of semi-definite programming
relaxation (SDR) [73], [74] could be used to derive the optimum resource allocation

policy and maximum energy harvesting efficiency for the transformed problem.

We define W =wwH to facilitate SDP relaxation, and problem (23) is

represented as

W%?;,)I(VA Prec(W' WEr NA) - thot(Wl WE' NA)

Subject to: C; — Cg.

Co: Rank(W) = 1. (24)

where W > 0, W € H"t, and Rank(W)=1 in problem (24) are applied to guarantee that
W = wwH . Problem (24) is equivalent to problem (23) which means formula (24) is the
necessary and sufficient condition of (23). The optimization problem will become a

convex SDP by relaxing the constraintCy, for instance, remove it from the constraints.
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Then the optimal resource allocation algorithm can be derived by numerical solvers, for

example SeDuMi [75] - [76].
4.3 Optimality Conditions for SDP Relaxation

The fundamental theory of optimization problem reveals that if the rank of
derived solution W for the SDR problem is 1, then it can also achieve the optimal
energy efficiency for the original problem in (24). The proposed problem (24) with SDP
relaxation satisfies the sufficient condition of problem (24) without relaxation. Thus we
need to prove the tightness of SDP relaxation will not affect convexity of the
optimization problem. The tightness of SDP relaxation will be demonstrated by
examine the dual problem and Kaursh-Kuhn-Tucker (KKT) conditions for the relaxed
problem in (24), cf. [77]. The Lagrange multiplier should be larger than 0 if the
constraint inequation is less than 0. Then, we transfer all constraints into form that is
convenient to derive Lagrangian function. Indeed, summation of signals is larger than
zero in transformation of constraints. In order to transfer the proposed formulation into
SDP relaxed form, we first need to derive KKT conditions. It is necessary condition for
achieving solution of optimal nonlinear problem and detail of KKT conditions is
illustrated in appendix. To obtain the Lagrangian function, we first need to transfer the
problem constraints. For example, C; could be transferred to [Tr(W) + Tr(Wg) +

Tr(Ny) — Pnax]. Hence, he Lagrangian function of (24) is shown as

LA, a,B,v,¢Y,Z,UW,Wg,Ny)
= Z'[Tr(GiW) + Tr(G;Wg) + Tr(G;N)] — q[Tr(W) + Tr(Wg) + Tr(N )]

+A[Tr(W) + Tr(Wg) + Tr(N4) — Pogsl

+a[SINR, oy (62, + Tr(HN ) + 02) — Tr(HW))]

)" BITr(GW) = SINR (e + Tr(GiN ) +02)]
14

+ Z ¥j [Tr(L]-W) — SINRo; (02n + Tr(LiN4) + Tr(LiWE) + 02)]
j

£ ElPin = NTTGW) + Tr(GW ) + Tr(GeN 1]

—Tr(YW) — Tr(ZW§) — Tr(UN,) (25)
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where 1 > 0 is the Lagrange multiplier for the maximum transmit power in C;. & = 0 is
the Lagrange multiplier for the bottom line of required data rate for desired information
receiver in C,. f is a vector of Lagrange multiplier for highest tolerable SINR between
transmitter and idle receivers in C5 with 8; = 0,Vi € {1, ...,I}. Similarly, y represents
the Lagrange multiplier vector of maximum tolerable SINR between transmitter and
eavesdroppers in C, with y; > 0,Vj € {1, ...,]}.  is the vector of Lagrange multiplier
for minimum acceptable received power for energy harvesting circuit required in Cs
with &; > 0,Vi € {1, ...,I}. Matrices ¥, Z and U > 0 are the Lagrange multipliers of the

semidefinite constraints for W, W and N4 in Cg, respectively.

With Lagrangian function of problem (24), we could further transfer the optimal
resource allocation problem into dual problem. Thus, the dual problem of the proposed

problem is represented as

min  max L4, a,p,v,¢Y,Z,UW,WgN
WWEgNg ALa,Biyéi ( ﬁ Y E £ A)

. L
Subject to: Co: - = Xi(1 + B; =né)G; + X;v;Lj + A—g)l —aH -Y = 0

Cio: YW =0 (26)

where Cq means the first derivation of Lagrangian function about W equals to 0 in order
to minimize £ close to 0 and to achieves the lower bound. Nevertheless, C;, represents
that the columns of W lies in the null space in Lagrange multiplier matrix Y. The dual
problem (26) is equivalent to (24) with relaxation of constraintCg. However, the

stringent of relaxation of Cg needs to be proved.

Proposition 1: Suppose the problem is feasible with SINR,., > 0 for problem
(24) in relaxed version. Then, Rank(W)=1 when ; > né; = 0,Vi € {1, ..., I}.

Proof: The proof of proposition 1 is presented in first part of Appendix.

More directly, if the minimum power requirement of energy harvesting circuit in
Cs becomes less rigorous, i.e. Py, = 0 = & — 0, the probability of deriving rank-one
matrix solution will be higher. Thus higher chance to achieve the global optimization

power allocation algorithm.
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S Results and Analysis

The simulation results of system performance for maximizing energy harvesting
efficiency will be discussed in this section. We use matlab with designed parameters to
realize the system design with proposed optimal resource allocation for achieving
maximum energy harvesting efficiency. Some important simulation parameters are

summarized in Table 1:

Carrier Centre Frequency fc =915 MHz
Bandwidth B =200 kHz
Transmit Antenna Gain G = 18 dBi
Number of Receive Antenna Np =2

Noise Power olr =95dBm
Energy Conversion Efficiency n=20.5

Table 1 — Simulation parameters

In this simulation, the desired information receiver is located at 100 meters away from
the base station BS. Meanwhile, totally J idle energy receivers and eavesdroppers
randomly distributed at a distance of 10 meters from the BS. Each energy harvesters are
equipped with 2 receive antennas. The bandwidth of this system is B = 200 kHz with
carrier center frequency assumed as f, = 915 MHz. The fading between transmitter and
energy receivers is assumed to be small scale fading and the coefficients are generated
by independently and identically Rician distribution with Rician factor 6 dB. However,
the transmission between transmitter and desired information decoder is assumed to
follow Rayleigh distribution. The total power of thermal noise and antenna noise is set
to O'SZ’T = 95 dBm. Furthermore, the power consumption for single antenna is P,,; =
1 W and minimum required power for energy harvesting circuit is Py, = 1 uW with
energy conversion efficiency n = 0.5. The maximum tolerable SINR for idle energy
receivers and eavesdroppers is assumed SINR;,; = 0 dB unless specified. Both pathloss
fading and multipath fading are averaged in order to obtain the average total harvested

power of energy receivers, and total transmit power.
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Figure 4 depicts the average energy transfer efficiency versus total transmit
power P,,,, for base station equipped with different amout of transmit antennas. Y-axis
is the percentage of average efficiency which obtained by total harvested energy over
total transmit power. It can be observed from the figure that the averaged energy
transfer efficiency is monotonically increased with the increment of total transmit
power. Moreover, the total transmit power consists of power of information signal,
energy signal and artificial noise that can be seen in constraint C; in (20). Therefore, the
power dissipated to energy signal and artificial noise will increase if system meets the
minimum SINR requirement in C,. It is clear in Figure 4 that the average efficiency is
close to zero and barely change for B,,,, from 3 to 25 dBm. This is because most power
is allocated to information signal to meet SINR requirement since the information
decoder is 100 meters away from base station while the distance for energy receivers is
only 10 meters. Thus only small amount of RF power is radiated to energy receivers.
Although, the optimal power allocation scheme is being used, it achieves really low
energy transfer efficiency. To operate this designed system in feasible manner, the total

transmit power needs to be set larger than 30 dBm.

0.7}

Average ET-EE (%)
o= o = o =
B _® 3 & 5

e

T + L 1 1 1
5 10 15 20 \25 30 35 40 45
P ax (@Bm)

Figure 4 — Average energy transfer efficiency (%) versus total transmit power P, (dBm)

with different number of transmit antennas

In spite of that, average efficiency increases dramatically when P,,,, larger than
30 dBm. The reason is that when system meets the minimum SINR requirement, rest of
transmit power could allocate to other RF signal which means energy receivers could
harvest more power from environment. The increment of power of energy signal and
artificial noise also helps to satisfy constraints C5, C, and C5 and to achieve higher

energy transfer efficiency with optimal resource allocation scheme. Moreover, we could
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see an increasing performance gain for more transmit antennas with same total transmit
power. More transmit antennas could provide more flexible resource allocation
algorithm and generate more accurate beamforming vector which requires less power

for information signal to combat fading in transmission channel.

The relationship between average energy transfer efficiency and minimum
required SINR for desired information decoder SINR,., for different number of
transmit antennas is shown in Figure 5. As it could be observed from the figure, the
efficiency decrease monotonically with increment of minimum required SINR between
transmitter and desired information receiver. The higher the minimum requirement of
SINR for desired receiver, it requires more accurate beamforming vector and more
power allocated to information signal. Because system needs more power to ensure that
received signal at information decoder is strong enough to combat fading and recover
the transmitted signal with acceptable error. In fact, direction of beamformed
information stream needs to managed towards the desired information receiver in order
to satisfy larger value of required SINR which means more stringent decoding
requirement. On the other hand, transmitter needs to allocate more power at information
vector to meet SINR requirement and total transmit power is fixed. Thus, less RF power

is radiated to energy receivers and a decrease in energy transfer efficiency.
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Figure 5 — Average energy transfer efficiency (%) versus minimum SINR,..,of the desired

information receiver SINR,.., (dB) for different number of transmit antenna

Despite of that, the base station can provide resource allocation algorithm with
more flexibility if extra transmit antennas are equipped at base station, since more
transmit antennas could further provide spatial degrees of freedom. Particularly, base

station could manage the beamforming vector to focus the stream of artificial noise and
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energy signal to energy receivers more accurately which improves efficiency.
Therefore, there is a remarkable performance gain of average energy harvesting
efficiency that can be achieved with more transmit antennas equipped at BS. However,
greater number of transmit antennas means more cost when building such system in
practice. Thus, trade-off between total cost and system performance needs to take into

consideration.
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6 Conclusion

In this paper, we presented a beamforming power allocation design that maximize
efficiency of energy transfer for secure multiuser MIMO SWIPT communication
system. The design of this optimal algorithm is based on traditional linear energy
harvesting model and proposed a non-convexity optimal problem formulation for
maximizing total harvested power of energy receivers while maintain an acceptable
level of total transmit power. In particular, physical layer security with signal design is
considered to build secure wireless transmission environment. The energy signal and
artificial noise are injected into transmit signal to ensure security of communication. A
series of transformation of proposed formulation was taken for SDP relaxation and
convert the problem into convex form. Then, the numerical simulation results of
problem in relaxed version showed the relationship between average energy transfer
efficiency with total transmit power and minimum required SINR for information
decoder respectively. It shows the growing trend of average efficiency with increment
of total transmit power and inverse trend for increasing SINR,.,. The results also reveal
the duality of energy signal and artificial noise which can achieve secure

communication and enlarge energy harvesting simultaneously.

Research for SWIPT based energy harvesting system needs to build a more
precisely system model for better realizing realistic scenario. Hence, non-linear energy
harvesting model should be considered for future work. Furthermore, we could propose
some suboptimal method to solve the proposed problem since the process of achieving
optimal solution is complex. In particular, the tradeoff between computational

complexity and system performance should be discussed.
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8 Appendix

o Proof of Proposition 1

In order to proof the tightness of SDP relaxation and Proposition 1, the
Lagrangian function is given. The KKT conditions related to optimal solution W* can

be represented as:
Y*>0. Aa%,By5 & = 0.
VwL=0. YW =0.
Y'=Iy(Q+2)—Ha" + %68 —n&") +X;Lyy;"
=A—-Ha’,
where A= Iy,(1+2) + X, G;(B;" —n&;") + X; Lyy;" (27)

The complementary slackness condition of SDP relaxation problem in (24) is
Y*W* = 0. If the columns of W™ lies in the null space of Y*, this condition will be
satisfied. Therefore, if Rank(Y*) = N; — 1 and Rank (W*) # 0, then the optimal
solution of beamforming vector W* must be a rank-one matrix. Moreover, 5; = né; =
0,Vi € {1, ..., I} must hold since Y* is a positive semi-definite matrix defined in KKT
conditions. In order to proof the rank of matrix ¥* is Ni-1, we first need to prove that A
is a full rank matrix. Suppose that A is a rank deficient matrix, i.e., Rank(A) < N, and
there is at least one zero eigenvalue with the associated eigenvector. The eigenvector is
denoted as u, where U = uu®. Multiplying U to both sides of the first KKT condition,

we could get:
Tr(Y*U) = Tr(AU) — aTr(HU)
= —aTr(HU) = 0, (28)

where U is generated from the null space of A, thus Tr(AU)=0. However, the channel
between transmitter and different receivers are statically independent. Thus the

probability that H, G;, L share the same null space is zero which means Tr(HU) > 0. «

is the Lagrange multiplier of C, and a > 0. —aTr(HU) < 0 contradicts the results
obtained in theory and the assumption. Thus, A is a positive definite full rank matrix

with Rank(A) = N;.
From the KKT conditions, we could get that:
Rank(Y*) + Rank(Ha*) = Rank(Y* + Ha™)
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= Rank(A)
=N,
Rank(Ha*) =1
= Rank(Y*) > N, — 1 (29)

The optimal beamforming vector W* # 0 is required to satisfy the minimum
SINR requirement in C, for information transmission between transmitter and desired

receiver. Thus, Rank(Y*) = N, — 1 and Rank(W*) = 1.
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