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Abstract

Intelligent Reflecting Surface (IRS) has a series of advantages including low power
consumption and convenient deployment. It is likely to become the backbone of
communication system design in the future. In order to improve the energy efficiency and
security quality of IRS-aided communication systems, as well as to guarantee practicality and
stability, an information-security-oriented, artificial-noise (AN) -assisted maximum resource
allocation algorithm for energy-efficient IRS networks is proposed. This algorithm is applicable
to classical multiple-input single-output IRS-assisted cellular communication systems. A
non-linear, multivariate coupled energy-efficient maximum system resource allocation model is
developed to simultaneously satisfy the constraint of the user's security threshold secrecy rate,

the base station (BS) maximum transmit power and continuous phase shift.
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Symbols Descriptions And Key Notations

This section is about these basic symbols and notations in this paper. Symbol || represents the

absolute value of a vector, and I-1*> means a vector’s I, Euclidian norm. Then, diag(:) is the

diagonal operator. Moreover, [A]mm means the (m,m)-entry of matrix A. aT, a” will denote the

transpose and conjugate transpose of vector a. In addition, the Tr(-) are calculating the trace of

a matrix. C" represents the complex matrix with | rows and J columns. Moreover, HV is the

meaning of the N-dimension Hermitian matrices. As for symbols £and ~, the meanings of them

are “defined as” and “distributed as” in this report.

Chart of Symbol Descriptions

w beamforming vector
Rmin user’s minimum threshold secrecy rate
X signal transmitted from the base station
M the quantity of antennas at base station
N the quantity of IRS reflecting elements
Pcost power consumption of system
Hai channel matrix (base station to IRS)
hsu channel matrix (base station to user)
hiu channel matrix (IRS to user)
Ptotal the total power budget
Pmax maximum transmit power of base station
hie from IRS to eavesdropper channel matrix
hse from base station to eavesdropper channel martix
G phase shift matrix
q IRS phase shift vector




Introduction

When time has come to the 21st century, the era of information has officially arrived. The new
generation of communication technology has invited this trend into this information age. For
example, massive MIMO and millimeter wave technology are both advanced technology with
potential [14]. However, when it comes to the ultimate pursuit of communication speed, the
energy consumption and energy efficiency of communication networks is an unavoidable
problem. Compared with the traditional 4G communication, the speed improvement of the 5G
communication system can be said to be quite significant. However, its costs of both energy and
fund are really high, under which condition it requires careful consideration. Luckily, in recent
years, the birth of the IRS declares that the communication network with high efficiency and
low consumption is no longer a fantasy.

In short, IRS is a quickly rising technology which is significantly low-cost and energy-saved.
The reflective elements of IRS are usually placed between the base station and the users. Its
working mode is coordinated by a software controller [8]-[16]. Since each element
independently changes the phase and amplitude of the incident signal, the designer may make
reasonable use of this feature to make the users receive the signal transmitted by the base station
better. Also, IRS can modify the parameters of the wireless channel through controllable
reflections, which is incompatible with the existing transmitter/receiver wireless link. Due to
the characters of IRS which is independent of RF chain short working distance, with low cost
and low energy consumption, it can be deployed without considering interference management
[14].

From an implementation standpoint, the IRS also has great advantages. First of all, the small
size of the IRS makes it easy to install everywhere such as walls, roofs, ceilings and so on. In
addition, as a supplementary device, the IRS does not need to modify the hardware when it is
deployed in the existing wireless system. Therefore, it is really convenient to integrate the IRS
into the wireless network, which shows its high compatibility. In terms of security, different
from the traditional communication mode, due to its controllability, IRS can not only enhance
the received power of legitimate users, but also disrupt the received power of the hidden
eavesdroppers [1]. The security and stability of the system will be greatly improved. improve.
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Thus, the research on IRS-assisted secure communication is particularly important and
imperative.

Meanwhile, resource allocation (RA) is also a significant issue in the consideration of IRS
communication system design. Because in the IRS system, proper resource allocation can
improve the quality of the signal received by the user. Through the design of beamforming and
the adjustment of IRS phase shift, the energy distribution of the whole system will reach a
theoretically optimal state. However, the research on IRS system resource allocation is still in
its infancy. Because there are many aspects which need to be considered in resource allocation,
involving security, effectiveness and other aspects. In the literature [16], a IRS model of
Multiple-Input-Single-Output (MISO) with single user takes into account the transmit power
constraints of the base station, and proposes a resource allocation algorithm that maximizes the
received power of the user. The literature [17] is based on the self-sustainable IRS, with the
joint design and phase shift at the access point, as well as energy harvesting for the beamformer
in order to make rate promotion. In [15], as for an IRS assisted multiple-input-single-output
(MISO) networks and independent cooperative interference. Energy efficiency is maximized
by designing transmit and interference beamforming and infrared spectral phase shift matrices.
Although these algorithms have shown advantages in some aspects, experts have few
consideration for the user's QoS and the threshold of the received signal.

The technology of communications is moving so quickly that people cannot keep with its pace
leisurely. Meanwhile, the requirements of security performance has become an issue that worth
thinking about. In wireless communication systems, physical layer security has become a new
research topic in the field of information security. Artificial noise (AN) assisted physical layer
security communication technology is a classic method to enhance the security performance of
wireless communication by using multiple antennas to transmit and receive so as to ensure the
security performance of wireless communication information in the physical layer [1].

In conclusion, in an IRS-aided system, it is urgent to find an algorithm which takes into account
both the energy efficiency of the system and the security. There are several reasons for it. First
of all, in a particular communication system, the improvement of energy efficiency means the
improvement of transmission rate along with the reduction of energy consumption at the same
time, which is especially significant when the experts evaluate the performance of a system.
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Secondly, in practical applications, communication systems are not ideal and uninterrupted,
where will usually be several eavesdroppers hidden in the system, whose existence will threaten
the security of users. It would be totally unacceptable if vital confidence were stolen by
eavesdroppers.

In summary, in order to promote the energy efficiency and security of the intelligent reflector
system, this paper will illustrate an IRS energy efficiency maximum resource allocation
algorithm that takes into account the system security under the condition of artificial noise

interference.



Background

The Next Generation Communication Technology

The existing 4G LTE (Long Term Evolution) brings users a great mobile broadband experience
through a new all-IP, flat network architecture [20]. The purpose of wireless data transmission
at a high rate is achieved. However, it is not tough to find that some current applications, such as
AR, VR, mobile multimedia, etc. , have been suddenly limited by the lack of 4G development
pace. The high complexity, expensive hardware cost and key issues such as energy
consumption cannot be solved [21]. To this end, the 5G network comes into being. 5G achieves
all-round improvements in a fairly high rate. Quite a number of technical indicators seem to
have been upgraded in ways that were previously unimaginable. Throughout the evolution of
communication technologies, meeting the communication needs of users is the primary goal of
each generation of system evolution, and new communication technologies are the driving
force for each generation of system evolution.

From 1G to 5G, in order to increase speed and capacity, wireless communication is always
expanding towards more spectrum and higher frequency bands. Looking at the future 6G
technology, its early stage may be the expansion and deepening of 5G, based on Al and the
Internet of Things (1oT), communication network and intelligence are more closely integrated,
such as virtual reality, augmented reality, artificial intelligence and other functions can be well
realized [22]. Promoted by these emerging materials and integration technologies, coupled with
new theories proposed by experts, the long-term evolution of 6G will lead to new
breakthroughs that are completely different from previous eras.

At the same time, software and open-source trends are pouring into the field of mobile
communications. In the future 6G era, new methods as software-defined-radio (SDR) and
software-defined networking (SDN) are expected to enter a mature stage, which means that
from 5G to 6G, the upgrade of telecommunication infrastructure is more convenient, which can

be achieved based on cloud resources and software upgrades [23].



Physical Structures of IRS

Briefly speaking, Intelligent Reflecting Surface (IRS) can be described as just flat surfaces
consisting of low-cost passive reflective elements placed between the base station and the user
(i.e. from the transmitter to the receiver) shown in Fig.1. Each element is capable of
independently changing the amplitude of the incident signal. As for its concrete structure physic

layers, it can be divided into three parts to explain [23].

Copper backplane

Control circuit Reflecting - I
board element/meta-atom Equivalent circuit
}.
On
E Off
1 — VW
—»

n IRS controller

Figl. Basic IRS model

Cited from R. Zhang’s work in 2020 [12]

The first physic layer of IRS is the surface contacting with the electromagnetic waves directly,
on which there are a lot of reflecting units working, which are able to control the phase of the
reflecting units in order to adjust the direction of the incident waves.

The second layer is called as contact backplane, which is mainly for preventing the leakage of
electromagnetic wave signals behind the reflecting surface which improves the reflective
efficiency. It is a protective component of the whole structure.

The third layer is used to modulate the reflective surface and the controller, which can be made
of FPGA (Field Programmable Gate Array) to regulate the phase shift of the reflective unit on
the surface by controlling the transmitted signal; or the controller (such as installing some
sensors on it) can also be used for sensing the environments, which can help the IRS to switch

between reflective mode and intelligent awareness. For instance, the reflecting unit consists of a
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diode, is adjusted to obtain a 1-bit phase switch (e.g. 0 and =) by means of the diode bias
voltage.

The essential difference between IRS and existing communication relays is "reflecting".
Traditional relays can be summarized as "transmitting, and receiving™ in essence, with few
reference to the concept of “reflection”. However, IRS depends on pure reflection, the place of
its innovation is the term - “reflecting.”

The term “intelligent” in IRS also has a double meaning: the hardware is reconfigurable in
terms of intelligent reflecting units. The software is also intelligent in terms of signal processing,

beamforming design, artificial intelligence, and convex optimisation.

IRS | AF Relay | DF Relay | Full-duplex Relay
With RF Chains? No Yes Yes Yes
SP Capability? No No Yes Yes
Noise? No Yes Yes Yes
Duplex Full Half Half Full
Hardware cost Low | Median High Very high
Power Consumption | Low | Median High Very high

Fig.2 IRS vs. Relays in some characteristics

Cited from C.Pan’s work in 2020



Types of Intelligent Reflecting Surface: Active and Passive

Traditional passive IRS

Traditional passive IRS is composed of passive components, each of which only reflects the
input signal (such as phase shift, amplitude modulation) without transmitting the signal. [24]
Under the dense component deployment, IRS may be regarded as a continuous surface, each
point is capable of receiving and reflecting signals, which can be controlled by software to
complete the intelligent configuration of the wireless system. Passive IRS almost conducts no
power consumption. Ideally, it hardly consumes any energy source. It is not affected by receiver
noise and power amplifier devices when it receives signals, which reduces the processing and

amplification of noise. Passive IRS is also by far the most common type.

@)

A paint Passive/active IRS User

Fig.3 An IRS-aided wireless communication systems, with active or passive IRS

Cited from C. You’s work in 2021 [13]

Active IRS

In fact, most existing IRS operates in a passive state. Therefore, it is only able to reflect signals
from passive loads. Passive IRS operates in full-duplex (FD) mode with no amplification noise
or self-interference effects [24]. It has a higher frequency spectrum and is more energy-efficient
than some traditional active relays. However, a new IRS has recently been proposed as a
latecomer called active IRS. Active IRS uses low-cost, easy-to-implement hardware to amplify
the reflected signal which is able to overcome a major of the other problems that exist with
passive IRS, such as signal phase adjustment. Active IRS consists of a number of active
reflective elements, including some negative resistive elements such as negative impedance
converters, asymmetric current reflectors, etc, which are all capable of amplifying the power of

the incident signal [25]. As for active RIS, the noise introduced by active devices is not as
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negligible as passive IRS. Therefore, its signal model is also significantly different from

passive IRS.
Transmitter Transmitter
Receiver u Receiver LJ
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Fig.4 Comparison between (a) the existing passive and (b) the proposed active IRS (RIS).

Cited from R. Schober’s work in 2021 [14]

IRS Hardware Implementation

In practice, the communication quality of wireless systems still depends on the performance of
channels. Referring to the theories of wireless communication, the electromagnetic waves will
be influenced by reflection, diffraction and path loss in the wireless channel before it reaches
the receiver. In traditional perspectives, the channel is considered to be unpredictable and
cannot be adjusted. Thus a probabilistic model is usually established for the channel estimation.
Overall, most of the communication technologies proposed in many research work such as
system diversities, and channel coding, is applied to cancel the influence of the channel without
changing it [27].

How to achieve IRS hardware regulation? The discovery of hardware devices related to IRS is
mainly concentrating on the new theory of "metasurface”. Specifically, the designer can modify
the amplitude and phase shift of its reflection accordingly by appropriately designing the
elements, including shape, size, orientation, order of arrangement, etc. As for applications in

wireless communication systems, the reflection coefficient of the unit is adjustable to adapt to



the dynamic wireless channel generated by the users, which requires real-time reconfiguration.
At this time, PIN diodes in analog circuits [22] are put to good use. It is in each element that
controls its bias voltage via the DC feed line and then switches it between "on" and "off" - two
status shown in the equivalent circuit, resulting in a phase shift difference. Therefore, the phase
shifts of the IRS elements may be achieved independently through a software controller [28].
In addition, the amplitude of the reflected signal needs also to be regulated. In the design of its
hardware, variable resistive loads are generally chosen to regulate the amplitude. Variable loads
allow the resistance in each element to be changed so that different parts of the incident signal
energy are dissipated, achieving a controlled reflection amplitude. For the practical user, the
amplitude and phase of each element must be able to be adjusted effectively. Thus the designer
must effectively reduce the size (integration) of the circuit used for this function [29]. This is
necessary to meet the requirements of large-scale IRS configurations.

However, the hardware implementation of IRS research just stays at the stage of simulation. In
other words, this depends on experimental verification of the results of theoretical analysis so
far. It is not exactly accurate because it is out of the realm of practical application. Therefore,
the hardware implementation of IRS is still a long way off. The first thing to prove is the
consistency between the practice and simulation results. Only when this is secured will the IRS

have a chance to play its part in the future [18].

Significance of Information Security

It is generally accepted that information security refers to the reliability and survival of the
communication network itself (i.e. the bearer network and the service network) in the process of
information delivery using the services provided by the network. Different interpretations of
network security can be made from different perspectives. In a general sense, network security
refers to both information security and control security. The international standards define
information security as "the integrity, availability, confidentiality and reliability of
information”.

Recently, the popularity and evolution of communication systems have changed the way people



communicate with information and communication networks, as a major carrier of information
transfer, are closely related to a variety of social and economic life in the process of promoting
information technology. On the one hand, this connection brings great social and economic
value. However, on the other hand, it also means great potential danger. In the event of a
security incident in the communication network, there is a risk that communication between
thousands of people may be blocked, bringing unforeseen losses in social and economic value.
When it comes to the future development prospects of information security, first of all, we
consider the relationship between information rate and information security. In the future,
information transmission will be high-speed and instantaneous. How to ensure at the same time
high speed and confidentiality of the best communication will become a top priority. In addition,
the emergence of the IRS will also bring new challenges to information security. IRS as a
benchmark in the new generation of communication technology, because of its integration and
easy installation characteristics, is bound to be the first to bear the brunt. Therefore, the

importance of information security in the future is indeed self-evident [4].



System Model

First, set up an IRS-aided MISO security communication system with a single user (in Fig.4).
This system consists of a base station (BS) containing M antennas, an IRS reflector element, a
single-antenna user and an active eavesdropper. The IRS contains N reflectors connected to the
base station through an IRS controller whose parameters can be regulated. The IRS first
receives the signals from the base station, reflecting the hybrid signal to the receiving end of
user through the planar array source. In this case, the received signal of the user and the
eavesdropper should include both the direct link signal from the base station to the user or
eavesdropper and the indirect link signal from the base station to them through the IRS.
Assuming that the coefficients of these channels from the base station to IRS, from IRS and the

base station to user, from the IRS and base station to the eavesdropper are Hei €CNM,

IRS

heueCM? | hiueCN! | hieeCN*! and hee eCM*! respectively:
ooooo
Doooo

oboooo
oo0oono

Evesdropper

BS

Fig. 5 An IRS-assisted MISO system with an active eavesdropper (AN assisted)
Furthermore, to guarantee secure communication, the BS generates and transmits a vector z €
CMto disturb eavesdroppers. In general, the vector z is modeled as a complex Gaussian random
vector with zero mean, and the covariance matrix ZeHM, Z = 0 .While the base station
transmits a message to the user, then the user receives the signals from both BS and the

IRS.Therefore, the signal received by the user and the eavesdropper is:

Yuser = hiuH®Hg1 (wx + z) + heuw(x+z) + ny (1)

yeavesdropper:hlEH@HBl (wx +2) + hBEHW(X+Z) + Ne 2



According to the Shannon formula, data rate of the user is:

Ru:|og (1+ (hrUGHBI +hgu)W(HB|H®Hh|U +hBU)
2

Tr(Hg,"®"hl h OH,, Z) + o
Data rate of the eavesdropper is:

Re - |ng(1+ (hrEGHBI + th)W(HBIHQHhIE +hBE)

Tr(Hg, "O©"hith .OH,, Z) + o
Thus, the secrecy rate can be written as:

Rs= Ru-Re
The total power transmit budget of this system can be written as:

Protal = (W2 + Pcost)

3)

(4)

()

(6)



Problem Formulation

In order to improve data transfer rate and energy utilization, a resource allocation problem to

maximize energy efficiency is established as follows:

max (7)

/G Ptotal
s.t. C1:Rs> Rmin (8)
Co: Iwl? + Tr (Z) £Pmax )
C3:0<0On<21,¥Vn=12,---N (10)
Cs:Z>0 (11)

Where Ci is to keep the minimum secrecy rate greater than threshold. C, represents the
maximum transmitting power constraint of the base station. Cz represents the phase shift
constraint of the intelligent reflecting surface. C4 is the requirement of the artificial noise (AN).
Obviously, Equation (7) is a nonlinear optimization problem with multi-variable coupling. It is

hard to obtain the global optimal solution directly.



Solution

In an IRS system, the alternating iteration method is widely uesd to solve the beamforming
vector and phase shift problem [1]-[6]. Since the relationship between the beamforming vector
emitted by the base station and the phase shift of the smart reflecting surface is strongly coupled.
Therefore, conducting the following algorithm ,which first fix the phase shift ® to solve the

beamforming vector W, and then fix the beamforming vector W to obtain the phase shift @

[1]-[4].
Subproblem 1
Fix the phase shift ® to solve the beamforming vector W

When the phase shift is fixed, the process of beamforming vector design can be write in this

form:

Blog, (1+ K, (w))

H
v WIW A+ P (12)

1+ K, (w)
1T+K (w)~ ™

C, J|w|f +Tr(2)<P,, st. C,:log,
In this subproblem, the original problem (7) can be re-represented as the above formula.

Among the above formula:

K, (W) =w"d w
K (W) =w"d w



|(hiv"©Hpr+hf)|”
Tr(HE,0%h;yHhjy©Hp Z)+o%,

| (his"©Hpr+hil,)
TI‘(HEII@HhIEHh[EQHBIZ) +02E

by =

bp =

Equation (12) is still non-convex. Therefore, it is necessary to use successive convex
approximation (SCA) method to obtain the approximation first, and then use Dinkelbach

method to transform the fraction into parameter subtraction.

To maximize the energy efficiency, we first introduce auxiliary variables j and k.

Thus:
log, (1 + %) = logy(j + k) — logy (k)
(14)
In this Ku(w) = j/k
Then we use SCA method, first set up an upper bound
log, (5) < C¥ (15)
According to the Taylor expansion:
It () < 0, f(z) < fo0) + f'(z0) (z — a0) (16)

The above equation holds if the function is differentiable second order at xo, and the equality

sign holds if and only if x=xo

Define f (x) = logz (j)

Then we calculate the first and second order of the Taylor expansion:

L
Fiz) = FIn(2)’

1




Therefore, according to the first-order Taylor approximation:
1
; ) 4 L (i) = o
log,(j) < 10%2(3 ) + (@) (J J ) =Cv.
where the equality holds when j is equal to j¥. CO is the Taylor series of logz(j) in the t-th
iteration. j© is the value of j which has been processes t-th iteration. Then we use CY to replace
the upper bound.

Then formula (12) can be written as

logy(j + k) — C¥
max
w TI'(W) + Pcost (17)

At this time, using Dinkelbach method to turn this fraction into a subtraction. In this case, the
system energy efficiency n is defined. When 7 is given, the corresponding beamforming vector
w in (9) can be solved.

mz?XBlO& (G+k) —C®— n(ww + Proy)

(18)
s.t. Cy: iogg% = Rpyin
Cs : ||w]|® + Tr(2) € Paax
Then at this point, we define W = wHw
max BIb(1 + Tr(SyW)) - n(Tr(W) + P.) )

s. t. él . Tr(@UW) — szin Tr(@EW) ; 2Rmin 1

Cy : Tre(W) + Tr(Z) < Puax
Cs: Rank(W) <1
The above problem is a standard SDP problem The constraint Cs is a non-convex rank
constraint that makes the problem difficult, and the semi-definite relaxation (SDR) method is
used to eliminate the constraint. Consequently, problem (19) can be solved by the convex
optimization solver such as CVX. For a detailed procedure for the proof of the rank constraint,

it isin the appendix for details.



Subproblem 2

Fix the beamforming vector W to solve the phase shift @

After the beamforming vector W in subproblem 1 is defined, we use this W to solve the phase

shift ©.

First, we should define sorts of new variables:

auser = hauMw
Oleavesdropper = heeHw
Buser = diag{hIUH}HBIW

Beavesdropper = diag{hi EH}H BEW

In this case, the communication rate of both user and eavesdropper side are represented as in

this way:

B |qHC[u5er +/8\|ser |2
Ry = Blog, (1 + Tr(HEOThI hiy©®Hp Z) + 0

2

‘qHanavesdrnppnr +|8r!:wos(lmppnr |
H 2

I‘(HBI@HhJEHh[E@HB]Z) +og

Rg = Blogs (1 + T
At this time, introducing an auxiliary variable g = [ g™ 1], then the problem (7) can be written
as :
Blb(l + aHGUa)
max
q Ptotal (20)

Cs:lg,|=1vym=1,2---,N+1

Among these, the terms in the above equation are:



H H
G — 1 Qyser Ayyger U yser B user
U= "3 H 2
oy | B peer®@ B |user|
U user “‘user user

H H
1 aeavesdropperaea\;esdropper aeavesdrﬂpper ﬁeavesdropper

%% B eavesdropper Xeayesdropper p Ieavesdrupper

2 —H —

|qHauscr + Buscr‘ =9q GUq
2 —H —
|qHaeavesdropper + B eavesdropper| =q GEq

Under this condition, problem (20) can be written as:
Blogg(l + TI‘(QGU))
max
Q Piotar (21)

s.t. 6]_ : Tr(@UW) — 2R1|1iu TI(QEW) 2 2Rmin o 1

62 :Q(n,n) =1
Cs; :Rank(Q) =1

The solution method of problem (21) is roughly the same. CVVX can be used to find the optimal
solution. However, after adopting the SDR method for the rank constraint in problem (16), the
rank-one solution is not obtained. Therefore that we adopt SVD to obtain the solution we need.
For the energy efficiency problem of fractions, we usually use SCA, Dinkelbach method and
SCA-SDR method to solve it. Among them, Dinkelbach method is really effective in solving
the optimal solution of energy efficiency, which can increase the accuracy and reduce the
complexity. The requirement for the number of iterations should be controlled within 10, i.e.,

the maximum value of iterations im=10.



Summary of the algorithm

In summary, the energy efficiency maximization algorithm using alternating iterations can be
summarized as the following steps:
Step 1 Initialization :IRS phase shift defined as q°= (q%, g%... ,g°), the initial iteration number
io = 0, the maximum number im = 10, the initial energy efficiency value no = 0, and the
convergence accuracy is € = 107,
Step 2 Successive Convex Approximation (SCA method) Algorithm*
Step 3 fori=0,1,...,do.

Step 3.1 The beamforming vectors wijare obtained by solving problem (10) according to

the given phase shift g™! and energy efficiency i

Step 3.2 Using SDR, Wiis a SDP problem can be solved by CVX.
Step 3.3 Using wi to solve the formula (21) to get the phase shift solution Qi by CVX
Step 3.4 Processing SVD method of Q; =UixUg to get q;
Step 4 if the value of objective function in problem (21) converges
break
else
=i+l
end

Step 5 end

Note: i is not exceeding im.



Simulation and Results

In order to verify the effectiveness of this algorithm in practical applications, a simulation of the
algorithm is required. Firstly, we build a simulation model based on Q. Wu’s work as shown in
Fig 6. This simulation focuses on the results of the average energy efficiency under different
number of antennas, maximum transmit power budge, different number of IRS elements
reflectors and the conditions where is an eavesdropper. The base station is at the same level as
the IRS, and the user and the eavesdropper are also at the same level. Denote the horizontal
distance between the base station and user by d. Throughout the simulation results, we focus
our attention on the relationship between overall energy efficiency and overall power budget,
how this algorithm compares to the baseline scenario, and how user additions and subtractions
change the energy efficiency. Focusing on the energy efficiency performance of this algorithm

in the IRS system.

| AP |""I IRS
A - > b
d d,

______ I pr e ar | el | Jgpr koo

Fig.6 Initial system model (without eavesdropper)

Cited from Q.Wu’s work in 2021 [4]

The distance from the base station to the user is dsu = d? + d\?, the distance to the eavesdropper
is dee = d%ne + d\?, the distance from the IRS to the user is diu = (dgi-d)? + d?, and the distance to
the eavesdropper is die = (dei-dne)? + d2. The defined path loss is L (d)= To (d/do) . To = -10dB
denotes the path loss at a distance of do = 1 m. Then d denotes the communication link distance
and a represents the path loss index. asu = age = 6 for the path loss from the base station to the
user and the eavesdropper, agi = aiu = aie = 4 for the path loss from the base station to the IRS

and from the IRS to the user and the eavesdropper, respectively.



The simulation parameters are shown below.

Parameter | Value | Parameter | Value | Parameter | Value | Parameter | Value
0%y -80 L 30/60 Bl 4 dei 51
0% -80 aBU 6 QUE 4 dv 2

Nt 3/6/9 OBE 6 oy 4 dHe 20

Table 1 simulation parameters and values

Fig. 7 shows that the relationship between the energy efficiency of the user and the maximum
power budget for different number of antennas. As shown in the figure, in the proposed scheme,
with the continuous increase of the maximum power budget threshold, the energy efficiency of
users also gradually increases, and finally tends to be flat. Compared with the baseline scheme,
the energy efficiency of users will not decline rapidly after increasing to the threshold, which
reflects the superiority of this scheme. The reason is that when the transmission power budget
of the base station increases, the power it can allocate to the users also increases, which will
increase the transmission rate at the same time, resulting in the energy efficiency of the user side
gradually increases with the power threshold. Energy efficiency will eventually level off due to
saturation effects.

Besides, the increasing number of transmitting antennas improves the accuracy of
beamforming. Therefore, the energy efficiency will increase with the number of antennas.
However, while the number of transmitting antennas exceeds a constant value, then the effect of
increasing the amount of antennas Nt will no longer be significant. This is because the channel

capacity grows logarithmically with respect to Nt, and because of the nature of the logarithmic

2




function, this will make the increase less obvious.

Pc =1W, IRS elements = 30, Eavesdroppers = 1, K =2 users, ern =1 bit/s/Hz
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Fig. 7 Relationship between average energy efficiency and maximum transmit power budget
(under different numbers of antennas)

Fig 8 indicates that the the average energy efficiency under the condition of increasing number
of users when the number of antennas and IRS elements changes. Assume there is an
eavesdropper. When the the number IRS elements of 30, the users can reach an average energy
efficiency up to 6.8. However, if it increase to 60, users can reach an efficiency improved to 7.5.
This shows that average efficiency can be increased when the number of element is doubled.
The reason of this situation is that the number of elements increased means that more elements
received signal energy from the base station. When the number of re-users is less than 3, with
the increase of the number of users, the system energy efficiency will reach the peak when the
number of users is 3. Then as the number of users grows, the energy efficiency will decline.

To sum up, it can be seen from the existing simulation results that even if increasing the
transmission power budget can improve the overall energy efficiency to a certain extent, it
cannot be increased without limit. It could also lead to a rapid decline in efficiency. The same is
true for increasing the number of antennas Nt. When the number of antennas increases beyond a

certain point, the efficiency gains are no longer significant.
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Conclusion

This report is based on the IRS simulation model proposed by Derrick Ng [1] and Q.Wu [16], as
well as the algorithm model proposed by Q. Liu [4], which is extended and improved on this
basis. For the first half of the algorithm, the SCA algorithm steps are added to enable it to be
applied in a variety of scenarios. In the theory of communication technology, IRS research
results can only be said to be at the surface stage. Energy efficiency has been a lingering issue
for MISO cellular communication systems. Only by focusing on energy efficiency can we lay
the foundation for deep thinking about other performance. In other words, energy efficiency is
the leading parameter in the research of communication systems. In this paper, the design of a
beamforming vector based on the energy efficiency requirements of MISO cellular systems is
studied. In the presence of an eavesdropper, the energy efficiency maximization model is
established under the conditions of the secrecy threshold rate and other constraints. Dinkelbach,
as the core method in this algorithm, transforms the division formula into the addition and
subtraction formula to calculate. After that, adopt the continuous alternating iteration method
find the beamforming vector W and phase shift @. It can be seen from the simulation results
that the algorithm shows considerable energy efficiency and stability under different number of
users and different simulation parameters. Therefore, the algorithm has high security and
reliability. The proposed algorithm has practical significance for the study of IRS, while further
research is needed for the addition of other parameters and the existence of more constraints.

The difficulty in this algorithm lies in mathematical modeling. | found an appropriate method
by consulting materials, referring to the literature provided by the professor, and adding my

own extracurricular learning.



Future works

The study in this paper is based on the analysis of the channel parameters, the lack of the actual
channel estimation, as well as the channel itself state error. Especially the channel estimation of
MISO cellular systems with eavesdroppers needs to be studied in the future. In addition, the
proposed algorithm research is based on energy efficiency maximization, and future research
can be based on SNR or data rate, so that it can be applied to beam shaping algorithms that
reflect overall optimization.

IRS is still in the critical stage of transformation from theoretical research to practical
construction [2]. In fact, research and understanding of IRS is still in its infancy. The research
on IRS and its hardware configuration is not mature. Therefore, it is difficult to combine theory

with reality.



Appendix

One of the difficulties encountered in the design of the algorithm is the non-convex rank
constraint. To prove that SDR is tight, Slater’s constraints need to be satisfied. In fact, in
optimization theory, the objective function is generally convex function. Therefore, how to
eliminate the rank constraint and transform it into an SDP problem is the whole key.

In order to prove that SDR is tight, Karush-Kuhn-Tucker (KKT) conditions should be studied.
Therefore, first write the Lagrangian function of the target:

LW, A1, A2) = —logy(5 + k) — CY 4 q[Tr(W) + Paoy] +
A (Tr(W) + Tr(Z) — Puax) + A2(Rumin — logy (7 + k)—

c'(t)) — Tr(YW) -

Where Y and A1, A2 are the dual variables corresponding to the constraints C4 and C1, C2, of the
optimization problem. The Lagrangian derived above is used for solving dual problem of the
initial one.

Therefore, the dual problem can be stated as:

max inf L
Yydighe W (23)

The derivative of the dual function with respect to W, according to KKT conditions, when the

Lagrange is equal to zero :

B—L = qI—I— AT — X TI‘(‘I’U) -Y

where | is an identity matrix including the following requirements:
Y = Oa Ala AQ > 0 (26)

At this time, we further study the KKT condition and consider the complementary relaxation
method. Complementary relaxation method shows that if a dual variable is greater than zero, its

corresponding primal constraint must be equality constraint. Conversely, if the primal



constraint is greater than zero, then the corresponding dual variable must be strictly equal.

YW =0 27)

The rank of the optimal beamforming matrix W will be not exceeding one when the rank of Y is
exceeding the number of transmission antennas (dimension of W-1).
In order to solve the rank problem, rewrite the matrix as:

Y=C-H (28)
In this case, we need to prove that the matrix C is positive definite.
First of all, consider the case that B is a positive semi-definite matrix. When the B matrix is
positive semi-definite, B exists a zero eigenvalue A at least. Multiply both sides of the equation
by a matrix A =M.
Then take the trace of the matrix on both sides, and get the following equation:

Tr(YV)=-Tr(HV)+Tr(CV)
=-Tr(HV)

Matrices H and ®u are independent and Tr ( HV ) must be exceeding zero.
Actually, Tr ( YV ) is no less than thus the two inequalities contradict each other which proves
matrix C is a positive definite matrix and full-rank. Rank (C) = Nr.
As for the solution of Rank (Y), first we talk about two matrices P and Q whose dimensions is
equal. Due to theory of inequality and rank of matrices, the summation of rank between P and Q
must be larger than the rank of the matrix (P+Q).

Rank (P) + Rank (Q) > Rank (P + Q).

Therefore >

Rank (P + Q) + Rank (—Q) > Rank (P)
Rank (P + Q) > Rank (P) — Rank (Q)
Similarly, the rank of matrix Y can be solved as:
Rank (Y) = Rank (=Y) = Rank (-C + H) > Rank (—C) — Rank (H) > Nt — 1
Consequently, Rank (W) <1.



* Successive Convex Approximation (SCA) Algorithm

1. Initialization: Set w= wo, iteration global number i = 1, iteration variable C

2. Repeat

3. Beamforming Optimization: Initialize branch iteration number m = 1,j,k. Solve the
objective function (17) for given j', then store the intermediate solution j, store C®.

4. Repeat

5.Seti=i+1,j'=jC=Cc®

6. Until convergence.

7.Setj=jt
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