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Abstract—1In this paper, we formulate an optimization problem
for secure resource allocation and scheduling in orthogonal
frequency division multiple access (OFDMA) half-duplex decode-
and-forward (DF) relay assisted networks. Our problem formu-
lation takes into account artificial noise generation to combat
a passive multiple antenna eavesdropper and the effects of
imperfect channel state information at the transmitter (CSIT)
in slow fading. The optimization problem is solved by dual
decomposition which results in a highly scalable distributed
iterative resource allocation algorithm. The packet data rate,
secrecy data rate, power, and subcarrier allocation policies are
optimized to maximize the average secrecy outage capacity
(bit/s/Hz securely and successfully delivered to the users via
relays). Simulation results illustrate that our proposed distributed
iterative algorithm converges to the optimal solution in a small
number of iterations and guarantees a non-zero secrecy data rate
for given target secrecy outage and channel outage probability
requirements.

Index Terms—Physical (PHY) layer security, imperfect CSI,
passive eavesdropper, decode-and-forward relay, artificial noise
generation, MIMO beamforming.

I. INTRODUCTION

RTHOGONAL frequency division multiple access
O(OFDMA) is a promising candidate for high speed
wireless multiuser communication networks, such as 3GPP
Long Term Evolution (LTE), IEEE 802.16 Worldwide Interop-
erability for Microwave Access (WiMAX), and IEEE 802.22
Wireless Regional Area Networks (WRAN), not only because
of its robustness against multipath fading, but also its flexibil-
ity in resource allocation. In an OFDMA system, the fading
coefficients of different subcarriers are likely independent for
different users and the maximum system throughput can be
achieved by selecting the best user for each subcarrier and
adapting the corresponding transmit power, which is known
as multiuser diversity [1], [2]. On the other hand, cooperative
relaying is an attractive technique to increase the range of
communication systems and to enhance the link reliability
without incurring the high cost of additional base station (BS)
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deployment. Different relaying strategies such as amplify-and-
forward (AF), compress-and-forward, and decode-and-forward
(DF) have been proposed in the literature [3]-[5]. There is
no uniformly optimal relaying protocol and each protocol can
outperform the others, depending on the system configuration.
However, DF relaying has the advantage that conventional
transmitter and receiver structures can be employed.
Recently, a large amount of work has been devoted to
information-theoretic physical (PHY) layer security [6]-[16],
as a complement to the traditional cryptographic encryption
adopted in the application layer. The pioneering work on
PHY layer security by Wyner [6] showed that a source and
a destination can exchange perfectly secure messages with
a non-zero rate if the desired receiver enjoys better channel
conditions than the passive eavesdropper(s). In [7], [8], and
[9], resource allocation in multi-carrier systems with PHY
layer security considerations was studied for the case of
a single-user system, a two-user system, and a multi-user
system, respectively. On the other hand, power allocation for
systems employing cooperative jamming enabled by AF and
DF relays was investigated in [10] and [11], respectively.
In these works, the channel state information (CSI) of the
eavesdroppers is assumed to be known at the BS such that
secure communication can be guaranteed. Yet, eavesdroppers
are usually passive and silent in order to hide their existence.
Thus, the CSI of the eavesdroppers cannot be measured at
the BS by estimating handshaking signals or be obtained via
feedback from the eavesdroppers. On the other hand, secure
communication systems employing multiple antennas have
been proposed for the case where the eavesdropper’s CSI is
not available. By exploiting the extra degrees of freedom in
a multiple antennas system, artificial noise or interference is
injected into the null space of the desired users to degrade
the channels of the eavesdroppers. In [12] and [13], the
authors studied the power allocation problem for maximiz-
ing the ergodic secrecy capacity in single-user single-carrier
systems with artificial noise generation assuming the CSI of
the eavesdropper is perfectly known at the BS. However,
the assumption of ergodic channels cannot be justified for
delay sensitive applications in practice since the transmitted
packets of these applications experience quasi-static fading.
Hence, a secrecy outage [14, Chapter 5] occurs whenever
the scheduled secrecy data rate exceeds the secrecy capacity
between the BS and the eavesdroppers, which introduces a
quality of service (QoS) concern for secrecy. In [15] and [16],
under the assumption of perfect CSI of the desired users, the
authors proposed resource allocation algorithms with secrecy
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Fig. 1. An illustration of a downlink OFDMA DF relay network. There are
one BS and M = 3 DF relays with N = 4 antennas, K = 10 desired
users equipped with a single antenna, and one eavesdropper with Ngp = 2
antennas. For an effective eavesdropping, the eavesdropper chooses a location
closer to either the BS or a relay than all the desired users.

QoS consideration in multi-carrier single-hop and two-hop
systems, respectively. Yet, the CSI of the desired users may be
outdated at the transmitter even if the users are moving with
pedestrian speeds. The imperfect channel state information
at transmitter (CSIT) introduces two kinds of performance
degradation which have not been taken into account in [7]-
[16]. First, in quasi-static fading without perfect CSIT, the
transmitted packet is corrupted whenever the transmit data
rate exceeds the channel capacity between the active legitimate
transceivers even if channel capacity achieving codes are used
for error protection. i.e., a channel outage occurs [17, Chapter
5.4]. Second, with imperfect user CSIT, the artificial noise
not only interferes with the eavesdropper, but also interferes
with the desired users since their null space information is
inaccurate. Therefore, in this paper, a distributed resource
allocation algorithm which takes into account secrecy outage,
channel outage, and the potentially negative effects of artificial
noise generation is proposed.

II. OFDMA DOWNLINK NETWORK MODEL
A. Channel Model

We consider a downlink OFDMA network which consists
of a BS with Nr antennas, M DF relays with Np antennas
each, an eavesdropperl with N antennas, and & mobile users
equipped with a single antenna, cf. Figure 1. A single cell
with two ring-shaped boundary regions is studied. The region
between the inner boundary and the outer boundary is divided
into M sectors of equal size as shown in Figure 1 and each
user is assigned to only one relay according to some predefined
criteria such as average signal-to-noise ratio (SNR). Users in
all sectors are competing for resources with each other. We
assume that there is no direct transmission between the BS
and the mobile users due to heavy blockage and long distance
transmission. We also assume that the resource allocation for
relay assisted users (located between the inner and the outer
boundaries) and non-relay assisted users (located inside the
inner boundary) is done separately. Both the BS and the relays
adopt multiple-input multiple-output beamforming (MIMO-
BF) to enhance the system performance. We assume that

' An eavesdropper with N antennas is equivalent to multiple eavesdrop-
pers with a total of Ng antennas which are connected to a joint processing
unit.
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N7 > Ng to enable secure communication. The eavesdropper
is passive and its goal is to decode the information transmitted
by the BS without causing interference to the communication
channels.

The impulse responses of all channels are assumed to
be time-invariant (slow fading). We consider an OFDMA
DF relay assisted system with np subcarriers. The received
symbols in the first time slot at relay m € {1,..., M} for

user k € {1,...,K} and the eavesdropper on subcarrier
i€{l,...,np} are given by, respectively,

YBR,, 1] Hpg, [iJxk[i] + ng, [ and (1)

yee(il = Ggglilxg(i + e[, )

where xi[i] € CN7*1 denotes the transmitted symbol vec-
tor and CNV*M is the space of all N x M matrices with
complex entries. Hgp, [i] € CNT*NT denotes the channel
matrix between the BS and relay m on subcarrier ¢ and
Gppli] € CNeXNT 5 the channel matrix between the BS and
the eavesdropper on subcarrier . Both variables, Hgp,, [i] and
G pgli], include the effects of path loss and multipath fading.
ng, [i] € CN7*1 and e;[i] € CV#*! are the additive white
Gaussian noise (AWGN) in subcarrier ¢ at relay m and the
eavesdropper in the first time slot, respectively Each entry
in both vectors has distribution CA/ (0, Ny), where Ny is the
noise variance. Here, CA/ (1, 02) denotes a complex Gaussian
random variable with mean v and variance o2. In the second
time slot, relay m decodes message xy[i] and re-encodes the
message as qg,, x[i] € CN7*1. Then, relay m forwards the
re-encoded message qr,, x[i] to user k. Therefore, the signals
received at user k and the eavesdropper on subcarrier ¢ from
relay m are given by, respectively,

YR, ke[1] hg, rlilar,, ki) +nkli] and  (3)
YR..Elll = Gr,, elildr, ki + eali]. “4)
hg, xli] € C*N7 and Gpg,, gli] € CNeXN7T denote the

channel matrices from relay m to users k£ and from relay m
to the eavesdropper on subcarrier i, respectively. n[i] € C1*1
and e, [i] € CVe*! are the AWGN in subcarrier 7 at user k and
the eavesdropper in the second time slot, respectively. For the
sake of notational simplicity and without loss of generality,
a normalized noise variance of Ny = 1 is assumed for all
receivers in the following.

B. Channel State Information

The resource allocation and scheduling problem presented
in the next section can be solved either centrally at the BS
or in a distributed fashion. For the centralized solution, the
BS requires the CSI of all BS-to-relay and relay-to-user links
at the beginning of each scheduling slot. In contrast, for
the distributed solution the relays only require the CSI of
their own BS-to-relay and relay-to-user links, whereas the
BS does not need any CSI. We assume a Frequency Division
Duplex (FDD) system where the CSI of the relay-to-user links
is obtained through feedback from the users to the relays
at the beginning of each scheduling slot, while the CSI of
the BS-to-relay links can be obtained at the relays either in
the handshaking phase or from a previous transmission. In
the following, since path loss is a slowly varying random
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process which changes on the order of seconds, we assume
that the path loss can be estimated perfectly. For the multipath
fading, we take into account the different natures of the BS-
to-relay and the relay-to-user links. In particular, since both
the BS and the relays are static, the BS-to-relay links are
assumed to be time-invariant. Thus, the BS-to-relay fading
gains Hpp, [i|, m € {1,...,M}, i € {1,...,np}, can be
reliably estimated at the relays with negligible estimation error.
Therefore, we can assume perfect CSIT for the BS-to-relay
links. On the other hand, although we also assume that the
users can obtain perfect estimates of the relay-to-user fading
gains hp, x[i], m e {1,...,M}, k € {1,..., K} for signal
detection purpose, the corresponding CSI may be outdated at
the relays (for the distributed solution) and at the BS (for
the centralized solution) because of the mobility of the users
and the feedback delay. To capture this effect, we model the
multipath fading CSIT of the link between user k and relay
m on subcarrier % as

hg,, kli] = hg,, ki) + Ahg,, ki), (5)

where hp,, 1[i] and Ahg,, ,[i] denote, respectively, the esti-
mated CSI vector and the CSIT error vector. hp,, x[i] and
Ahp, r[i] are Gaussian random vectors and each vector
has independent and identically distributed (i.i.d.) elements.
Besides, the elements of vectors hg, i[i], hg,, x[i], and
Ahpg,, x[i] have zero means and variance o, o} 07,
and o2, respectively. Assuming a minimum mean squafe error
(MMSE) estimator, the CSI error vector and the actual CSI
vector are mutually uncorrelated [18, p.177].

On the other hand, the CSI of the eavesdropper is unavail-
able at both the BS and the relays. Thus, in order to secure the
desired wireless communication links, artificial noise signals
are generated at both the BS and the relays to degrade the
channels between the BS/relays and the eavesdropper.

C. Artificial Noise Generation

The BS and relay m choose x;[i] and qr,, 1[7] as the linear
combination of the information bearing signal and an artificial
noise signal which can be presented as

b, klilulily/ann, 1) Psr, 4l

xp[i] =
Desired Signal
+ Vpg,[ivli] and ©)
—————
Artificial Noise
ar,. kil = Pr, klilulily/ar,, k[ Pr,, k]

Desired Signal
+ Wg,, klilw[i], (7
———

Artificial Noise

respectively. ug[i] € C'*! is the information bearing signal,
v[i] € CN7=1x1 and wli] € CN7=1¥L are artificial noise
vectors whose elements are i.i.d. complex Gaussian random
variables with variance o2[i] and o2 [i], respectively. Since
Hpr, [i] and hg,, 4[] are known at the BS and relay m,
respectively, MIMO-BF can be used to maximize the re-

ceived SNR ratio at the desired receivers. The beamforming
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vectors adopted at the BS and relay m, ie, bgg,, kli] €
CNtx1 and fp,, k[i] € CN7<1 are chosen to be the
eigenvectors corresponding to the maximum eigenvalue of
HJ{B r,, [[1HBR,, [i] and flkm,k[i]ﬁRm,k[iL respectively. Here,
[]' denotes the conjugate transpose operation. Furthermore,
we define two orthogonal bases, Vg, [i] € CNT*N1~1 and
Wg, kli] € CN7XN7=1 by using the remaining eigenvec-
tors of HL r, [[1HBR,, [i] and flTRm, kal R, .k|1], respectively.
Ppr,, k[i] represents the transmit power at the BS on sub-
carrier ¢ to relay m for serving user k. Pgr,, r[i] denotes
the transmit power at relay m on subcarrier ¢ to user k.
Variables 0 < agg,, x[i] < 1 and 0 < ag,, x[i] < 1 are
the fractions of power devoted to the information bearing
signal at the BS and relay m on subcarrier ¢ for user k,
respectively. Since the CSI of the eavesdropper is unavailable
at both the BS and the relays, the remaining powers at
the BS and relay m on subcarrier 7 are equally distributed
across Ny — 1 dimensions for generating the artificial noises
with variances o2[i] = U=0prmklDPsrmilil ypg 52 ;] =

K L Npr—1
(A= ny il Prn [ regpectively. Hence, the received signals

. NT_ .
in (1) can be rewritten as

yBR,[i] = Hpg,, [i](bBR,, k[i]u[i] \/OZBRm,kMPBRm,k[i]
+ Vag,[i]v]i]) + ng, [, 3)

yeelil = Gprli(bsr,, k[iuk(i] \/QBRm,k[i]PBRm,kM
+ Vg, [iv[i]) + eii]. )

In the second time slot, relay m eliminates the artificial noise
by pre-processing the received signal as

(Hpr,, [i]bBR,. k(i)Y B8R, [i] (10)

YBR,,[]

= OB k)P b s, [0 [8) + i, [,

where fig,, [i] = bh, [i(JHLp [ing,[i] is AWGN which
has the same distribution as ng, [i] and Amaxgy, [1] is the
maximum eigenvalue of H}LB r,, [[JHER,,[i]. It can be observed
that the artificial noise signal generated at the BS does not
interfere with the desired signal at relay m due to the adopted
pre-processing. On the other hand, the signal received at user
k and the eavesdropper on subcarrier ¢ from relay m in (3)
and can be rewritten as

B, 4[] (£ b 0k 11y @ 1[0 P 41

YR, kli] =
+ Wk, xliJwli]) + nx[i] and (11)
Vi 5l = Gy sli) (Fr, klilunlily/an, ki P, 1l

+ W, klilwli]) + eslil,

respectively. Note that due to the imperfect CSIT at relay
m, there is an artificial noise leakage from the null space
to the range space of user k on subcarrier :. The negative
effects of artificial noise generation with imperfect CSIT
are demonstrated in the next section via channel capacity
equations and the concept of outages.
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Case 1: No outage

RA[ (R <C, [ ARG, ,li1> R [i) 20
o =
‘ C.lil RTI1C il ]

0

Case 3: Secrecy outage only

(RS [1]1-C,, ;[i]> R[] =0
/—)%

‘ | | | >

Ryl Clil Guld]

(R
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Case 2: Channel outage only
1(Rd“’“[z] <C,liD=0
|

|
Gl Gl R

0

Case 4: Secrecy outage and channel outage

i [1<C, [ =0 & IR, [11-C,, ,[i]> R4 [i]) =0
|
| | | -
| | | g
‘ C,lil R“li] C,li]

0

Fig. 2. An illustration of the relationship between packet data rate an“fk“ [], secrecy data rate B39 [], the capacity of the user channel, Cy, i [i], and the

capacity of the eavesdropper channel, C,, g[i], for four possible cases.

ITIT. RESOURCE ALLOCATION AND SCHEDULING

A. Instantaneous Channel Capacity, Channel Outage, and
Secrecy Outage

Since we assume perfect CSI at the receiver (CSIR), the
instantaneous channel capacity between the BS and relay m
on subcarrier ¢ is given by

CBRr,,.k[t] = log, (1 + aBRy, k(1] PBR,, k1] Amaxp g, [Z])
(13)

On the other hand, user k first estimates the effective channel
hg, i[i]tr,, x[i] for coherent detection. Hence, the instan-
taneous channel capacity between relay m and users k£ on
subcarrier ¢ is obtained as

CR'ITL 7k [/L.]
ary, k(1] PR, k[ [B R, k[]E R, k(1]
:10 (1+ m oy m oy oy .m,; )7 14
" T+ (1= an, ) P, il )Y
where ||-|| denotes the Euclidean norm of a vector. Thus, the

channel capacity between the BS and user k& via relay m on
subcarrier ¢ is given by

1
Comili] = §min{CBRm,k[i],CRmk[i]}, (15)

where the pre-log factor % is due to the two channel uses

required for transmitting one message.

In practice, the eavesdropper has to be close to either the
BS or one of the relays for effective eavesdropping. Thus,
one of the signals received in the two time slots will be much
stronger than the other one making selection combining of the
two received signals at the eavesdropper near optimal. Besides,
since we assume the BS and the relays do not have any CSI
of the eavesdropper, we follow the approach in [12], [13]
and consider a capacity upper bound for the eavesdropper for
resource allocation purposes assuming the absence of thermal
noise at the eavesdropper receiver. Therefore, the capacity of

the eavesdropper is upper bounded? by

Cn,li] = % log, (1 + max{T's 5[i], Tr,, £li]}).
(16)
Pl = 2220 D i@ G el
- aBRm,k[Z]
a7)
Pl = 20O D i @alia i) el
— aRm,k[Z]
(18)
where g1[i| = Ggglilbar,, ki, Gi1li] = Grli|VBr,.[i],
g2li] = Gr,, elilar,, k[i], and Ga[i] = Gr,, 2[i{lWRr,, kli.

We note that the proposed resource allocation algorithm (see
next section) can also be applied if other combining schemes
such as optimal maximum ratio combining (MRC) are used.
(We substitute F- L(.,4) in (22) by the inverse cumulative
distribution function (cdf) of the resultant MRC SIR.)

The maximum achievable secrecy data rate RS [i] of a
perfectly secure communication between the BS and user k
on subcarrier ¢ via relay m with outage consideration can be
expressed as

il % HREEE) < Conili])
LR = Cin,pli] > Ry D),

m,k m, kLl

19)

where 1(-) denotes an indicator function which is 1 when
the event is true and O otherwise and R{¢¢[i] denotes the
actual packet data rate transmitted from the BS to user k via
relay m. The relationships between the variables in (19) are
illustrated in Figure 2. In the considered system, there are two
types of outage measures. The first one is known as channel
outage [17, Chapter 5.4] which corresponds to the first indictor
function in (19). It occurs whenever the transmit data rate ex-
ceeds the instantaneous channel capacity between two desired
transceivers, i.e., R [i] > Cp, [i]. If RIE[] > Cp i,
any transmitted packet is corrupted even if a channel capacity
achieving code is applied for error protection. Indeed, channel

2The upper bound is referring to the individual signal-to-interference ratio
(SIR) equations in (17) and (18) for which the absence of thermal noise at
the eavesdropper is assumed.
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outage can be avoided by data rate adaptation when the CSIT
of the desired user channel can be perfectly obtained. Yet,
highly accurate CSIT is difficult to obtain if the users are
not static. The second type of outage is secrecy outage [14,
Chapter 5] which corresponds to the second indicator function
in (19). If the CSI of all links (including the links of the
eavesdropper) are available at the BS, the resource allocator
can set the target secrecy data rate R;7G[i] to match the
channel conditions [12], i.e., R;s5[i] < RdamH — Cp.eli]
and Rd“m[ ] > Chy,,gli], such that a packet with secrecy data
rate R:¢¢ [i] and data rate Rfﬁf [i] can be securely delivered
and sucéessfully decoded by the desired user. However, here
the eavesdropper is assumed to be passive and its CSI is not
available at the BS, i.e., Cy, g[i] is a random variable for
the BS. Hence, a secrecy outage occurs whenever the target
secrecy data rate R;7G [i] exceeds the secrecy capacity, i.e.,
R;lrﬁca[ - CWL,E[i]-

In order to model the unreliability and the insecurity due
to both channel outage and secrecy outage, respectively, we
consider the performance in terms of the average secrecy
outage capacity, which is defined as the total average bit/s/Hz
securely and successfully delivered to the K mobile users

(averaged over multiple scheduling slots) and is given by

Usec(P> R7 8)
- Sm,’f [/L] sec
= - E{Rm, i
F
m=1kelU,, i=1

% Pr [RAS2[i] — o pli] > R3gS. 18] Al

xPr{Rd‘““H<ka ‘Amk }} (20)

where £{-} denotes statistical expectation. Here, P, R, and S
are the power, data rate (secrecy data rate and packet data rate),
and subcarrier allocation policies, respectively. U, denotes
the set of users associated with relay m. sy, [i] € {0,1} is
the subcarrier allocation indicator. wy, is a positive constant
provided by the upper layers, which allows the resource
allocator to give different priorities to different users and to
enforce certain notions of fairness. A, 1[i] represents a pair of
CSI vectors, namely the perfect CSI vector of the BS-to-relay
m link and the imperfect CSI vector of the relay m-to-user k
channel on subcarrier 7.

B. Optimization Problem Formulation

The optimal power allocation policy, P*, data rate (secrecy
data rate and packet data rate) allocation policy, R*, and
subcarrier allocation policy, S*, can be obtained from
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Problem 1 (Optimization Problem Formulation):

sec(P7 R> 8)

max

arg
P R,S,0B Ry k1,0 Ry, k1]

s.t. Cl: Pr[Rd“t“[]>ka ‘Amk }<5 Vk, i,

c2: Pr[Rf,ffk [i] > R4ata[i) — i, i ‘Am,k z} < 6,k 4,

M nF
C3:> . > > Poraililsmili < Por,

m= 1kEZ/{mi 1

Ca: > ZPRW iJsmili] < Prp, Vm,
ke, i=1
M

C5:> ) smualil <1, Vi,
m=1keU,,

C6: s i[i] = {0,1}, Vi, k,m,
C7:PBRm,kH PR kH >0, Vi,k,m,

C8: 0 < apr,, kli], ar,, kli] <1, Vi, k,m. (21)

Here, C1 represents the required data rate outage probability
due to the imperfect CSI of the relay-to-user channels. In
C2, 0 denotes the required secrecy outage probability in the
system. Note that C1 and C2 represent two QoS metrics
for communication reliability and communication security, re-
spectively. C3 (C4) represents the individual power constraint
for the BS (relays) with maximum transmit power Pg,. (Pg..).
Constraints C5 and C6 are imposed to guarantee that each
subcarrier will be used by one user only. C7 and C8 are the
boundary constraints of the power allocation variables.

Remark 1: The optimal amount of artificial noise strikes a
balance between the channel capacity and the secrecy capacity.
When there is no power allocated to the artificial noise gen-
eration, the channel capacity will be maximized since all the
power is allocated to the information bearing signal. However,
a certain secrecy outage probability cannot be guaranteed and
the secrecy capacity decreases dramatically to zero for most
channel conditions. On the contrary, when nearly all the power
is allocated to the artificial noise generation, although the
capacity of the eavesdropper channel approaches zero, because
of the imperfect CSIT, the excessive artificial noise will also
interfere with the desired user signal which decreases both the
channel capacity and the secrecy capacity. Besides, even with
perfect CSIT, the channel capacity decreases if we allocate
more power to the artificial noise.

IV. SOLUTION OF THE OPTIMIZATION PROBLEM
A. Transformation of the Optimization Problem

For derivation of an efficient resource allocation algorithm,
it is convenient to incorporate the channel outage constraint
C1 and the secrecy outage probability constraint C2 in (21)
into the objective function. This is possible if the constraints in
C1 and C2 are fulfilled with equality for the optimal solution.
Thus, in the following we replace the “<”-signs in Cl and
C2 by “="-signs and the resulting optimization problem may
be viewed as a restricted version of the original problem (21)
since the latter has a smaller feasible set. We are now ready
to introduce the following Lemma.
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Lemma 1 (Equivalent Objective Function): For a given
channel outage probability £ and a given secrecy outage
probability 4 in C1 and C2, respectively, the equivalent
secrecy data rate in high SNR on subcarrier ¢ for user k via
relay m is lower bounded by

! ohm, tlIABEIN]
sec [: data BR.,,k E
ke [i] > |Ry i [d] — 5 log, (1 + m) , Where
i [i]_min{logg (1475 Rm,k[;]) Jtogy (1+ T, li])} |
LR, kli] = @R, k] PBR k(1] Amaxps,, [1];
r il = g, kPR, k [’]F_l(f i)

o L2 1+ (1= agp, 1) PR, klilo?’
Agli] = (Np — 1)F_'(6,4),

1

% | = o )| = . 22

g, kil =k, ] Aol (22)

where [z]* = max{0,z}, F; (i) denotes the inverse
function of F. (z,i) which is defined in the Appendix in
(46), and FX_; (+,4) denotes the inverse cumulative distribution
function (cdf) of a non-central chi-square random variable
with two_degrees of freedom and non-centrality parameter
b, k(1B 4l

Proof: Please refer to the Appendix.

There are two important observations from the above
lemma. First, the asymptotically optimal afpp [i] and
%, li] in (22) suggests that in high SNR, the optimal
fraction of power devoted to the artificial noise only depends
on the channel statistic of the eavesdropper channel and the
secrecy outage probability requirement. Second, the signal-
to—interference -plus-noise ratio (SINR) of the eavesdropper,

lagR n AE[ /], approaches a constant value at high SNR.
Moremlmportantly, the SINR of the eavesdropper on each
subcarrier is independent of the transmit power variables in
both hops, which simplifies the derivation of the optimal
resource allocation algorithm. This important observation will

be verified in Section V via simulation.

By substituting (22) into (20), a modified objective function
is obtained and the considered problem becomes an NP-hard
mixed combinatorial and convex optimization problem, where
the combinatorial nature comes from the binary constraints in
the subcarrier assignment. Therefore, we follow the approach
in [19] and relax constraint C6 in (21). In particular, we
allow sy, ;[i] to assume any real value between zero and
one. Then, s,,, [¢] can be interpreted as a time sharing factor
for the K users for utilizing subcarrier 7. For facilitating
the time sharing on each subcarrier, we introduce two new
variables and define them as Ppr,, 1[i] = Pgr,, k[i]5m.xli]
and Pg,, 1[i] = Pr,, 1[i]Sm.k[i]. These two variables are the
actual transmit power of the BS and relay m on subcarrier @
for user k£ under the time-sharing assumption. Then, we can
transform Problem 1 in (21) into its epigraph form [20]:

Problem 2 (Transformed Optimization Problem):
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max Z Z Zwkzmk

PRS2l S ol 1
st. C5,C7,

C3: Z > ZPBRm i] < Pg,,

m=1kel,, 1=1

ng 5

C4: > N Pp, klil < Pry, ¥,

ke, i=1
C6: 0 < s xli] < 1, Vm, k, i,
C9:5m kiR [i]> 2m i li], Y, Ky 4,
C10:8, 1 [i)] RZL[i] > 2 1 [i], Vim0, ki, (23)

where
1st [; 1 -
Ritfil = 5 [logs (14 b, zPBR PGPS G
Oé Z
— log, (1—|— BRm,k )]
aBR k
1 o 7
R2nd[] —[log2(1+ Ron k k[] ( ))

2 1+ 1_aR k)PRnu [}

Rm,k ) +
are the achievable secrecy data rate in the first and second
hop, respectively. The extra constraints C9 and C10 represent
the hypograph [20] of the original optimization problem in
(21). Mathematically, the operators [-]* in C9 and C10 in
(23) destroy the concavity of the problem. Nevertheless, as
will be seen in the Karush-Kuhn-Tucker (KKT) conditions
in (34), those users with negative secrecy data rate will
not be considered in the subcarrier selection process, since,
secure communication cannot be guaranteed for those users.
Therefore, we can remove the operators []* from R}, [i]

~log, (1 ¥ (24)

1—aR k

and }NEE,?% [i] in (24), while preserving the concavity of the
transformed problem. On the other hand, the constant term
% was removed from the transformed objective function for
simplicity as it does not affect the values of the arguments
which maximize the objective function. Besides, C8 was also
removed from the optimization problem as the asymptotically
optimal o ,[i] and app .[i] in (22) always satisfy the
constraint. The extra constraints C9 and C10 represent the
hypograph [20] of the original optimization problem in (21).
Now, the transformed problem is jointly concave with respect
to all optimization variables, and under some mild conditions
[20], solving the dual problem is equivalent to solving the
primal problem.

B. Dual Problem Formulation

In this subsection, we solve the resource allocation and
scheduling optimization problem by solving its dual. For this
purpose, we first need the Lagrangian function of the primal
problem. Upon rearranging terms, the Lagrangian can be



3534

written as

LBy, 1, v, P, R, S, 2m k1))

=> > Zwk— (ttm geli] + Vi i [11)) 2 ]

m=1keU,, i=1

M
( Z ZPBR ki PBT)
keUy, =1
M )
- Z m( Z ZPRm,k[i] - PRT)
m=1 kel,, i=1

+Z[ Zsmk (,umk }RlStH‘*‘mGHRQndH)

m=1kel,, i=1

M nr
=SS S Blil(smali] — 1),

m=1kelU,, i=1

(25)

where A > 0 is the Lagrange multiplier corresponding to the
power constraint at the BS. ~y is the Lagrange multiplier vector
corresponding to the individual relay power constraints with
elements v, >0, m € {1, ..., M}. B is the Lagrange mul-
tiplier vector associated with the subcarrier usage constraints
with elements 5[] > 0, ¢ € {1,..., np}. p and v are the
Lagrange multiplier vectors for constraints C9 and C10 in (23)
with elements i, x[7] and v, [é]. The boundary constraints
C6 and C7 will be absorbed into the KKT conditions when
deriving the optimal solution in Section I'V-C.
Thus, the dual problem is given by

A R,S, Zm 26
)\ﬁgl/—"nV>077RSZ}fnkH( By v, Py Zm.k[il)- (26)

In general, the above dual problem can be unbounded if
Zm,k|t] = oo. Consider the parts of the dual function in the
inner maximization which are related to z,, x[i]:

M nr
> 2 Z(wk — (e ] + Vi ki) 2 1]

max
Zm,,k[l] m=1kel,,

_ 0 if oy k[8] + Vi k[1] = wi 7
" | oo otherwise

In order to have a bounded dual function, the Lagrange multi-
pliers i, x[i] and vy, [i] must satisfy g, g [i] 4+ vim k[i] = wy.
Thus, the dual problem is simplified to

Z(}\,,B,’)’, u’aPaR7Sa Zm,k[i])7

min max

(28)
AByy,m,>20 PR,S

where ~(>\ B.v. ., P,R,S) =
(>‘ /8 v K, YV, P, RS kaH)|mG[z] =W —tm, k[1]

Note that the auxiliary variables z,,[i] vanish when

we set Vp, ki [i] = Wi — o, k]2

C. Dual Decomposition and Sub-Problem Solution

By dual decomposition, the dual problem is decomposed
into two parts (nested loops): the first part (inner loop) consists
of M x np sub-problems with identical structure; the second
part (outer loop) is the master dual problem. The dual problem
can be solved iteratively where in each iteration each relay
solves nr local sub-problems (inner loop) by utilizing the
local CSI and exchanges some information with the BS which
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solves the master problem (outer loop) with the gradient
method.
The sub-problem to be solved by relay m is given by

%?7%?‘(5 L"m(Aa/Ba77 l’l” 737 R? S) (29)
for a fixed set of Lagrange multipliers where
Lin(X By, 1, P, R, S) =

1st [, 2nd
S sl ) (st [ R3]+ v )2 1)
keUy, i=1

ng B
+APs, + YmklilPry — Ym Y Y Pr,, kli]
keUy, i=1
ng

S S B0l (sl — 1) = A3 P ali) GO)

k€U, =1 k€U, i=1

Note that the above sub-problem is the inner loop optimization
in (28).

Using standard optimization techniques and the KKT con-
ditions, the optimal power allocation for both hops for user &
via relay m on subcarrier ¢ are obtained as

pr i [ sl 1 )

Bl KEL (2 ln(2)))\ Qagpp,. km)‘maXBRm [ |’

V@ 1 [)( ]vmln( ) + 25 1 [1]Vim & [1])
2Hm k[ \/’y_m\/ln

2(1 -y, 4li])o? mmm]*

€19

Pg ilil=

(32)

2:m,km

where 2, 4[i] = (1-agy[1)02(Qunlil+02(1-ay, [i])
and Q,, x[i] = F,'(¢,9)a%,  [i]. The optimal power alloca-
tions in (31) and (32) have the form of multi-level water-filling.
It can be observed that the dual variable p,, x[i] affects the
power allocation by changing the water-level, (5 T (’5[)’)} ~» of user
k for satisfying constraint C9 in (23). On the other hand, the
water level of each user in (32) depends not only on his/her
priority via v, i [i], but also on the CSIT error statistic of the
desired channel and the required channel outage probability,
ie., F (e i)ag, il

In order to obtain the optimal subcarrier allocation, we

take the derivati\ie of the sub-problem with respect to ., x[],
which yields 2£nQBYMPRS) — 4[] — B[], where
A gli] > 0 is the marginal benefit [21] for allocating
subcarrier ¢ to user k via relay m and is given by A,, x[i] =

D, 4il/(10(2) (14T, 1)
L+o2Py lil(1—ag, i)

fm 2 il ]<10g2(1 + g, xli]) —

i Al
1-— a}‘%m,k[i}
i il
#lml <1°g2 (14 T ald) = i+ ’r"}i] )

1- a*BRm7k[i]

— log, (1 +

— log, (1 + (33)
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for ahp, k[l = R, klil, where Thp, [l

TBr,, ki T and r* i _
g PpRy k[i1=Pgg,, xli] Rm,7k[ ]

LR, k] . On the contrary, if a user
Pr,, kl=PF  .ld

has good channel conditions with positive secrecy data
rate on subcarrier ¢, he/she can provide a higher marginal
benefit to the system. Thus, the optimal subcarrier selection
determined by relay m on subcarrier ¢ is given by

- 1 Aapli] = Bli] 2 0
Sm,k[ﬂ = { 0

. (34)
The dual variable §[i] > 0 acts as the global price in using
subcarrier 7 in the system. Only users who can provide large
marginal benefits to the system are considered for selection by
the resource allocator. A,, ;[i] > 0 has the physical meaning
that users with negative secrecy data rate on subcarrier 7 are
not selected as they can only provide a negative marginal
benefit to the system. Note that each subcarrier will be used for
serving only one user eventually. Finally, the optimal transmit-
ted packet data rate R*d‘”“[ ] and secrecy data rate I}, [i] are
obtained by substltutlng (31), (32) into the equlvalent packet
data rate and secrecy data rate in Lemma 1 for the subcarrier
with sy, [i] = 1.

if A, 1[l] = max
a,b

otherwise

D. Solution of the Master Problem

For solving the master problem at the BS, each relay for-
wards the local resource allocation policies (i.e., P, R, and S)
to the BS. Since the dual function is differentiable, the gradient
method can be used to solve the minimization of the master
problem in (26). The solution is given by

At+1)= M) - &t

~—

+
Pgr,, kt]sm. ki })}7(35)

—

€Uy, i=

(P~ iPRmyk[i]smyk[i})} m, (36)

&, =
fim. k[ [umk —&(1)
<) L] - %’%[])}gw,\fm,k,i, @
[ﬁ a0 |
(1 — Z 3 Zsm7k[ﬂ)}+,Vi, (38)

=1keUp i=1

where ¢ > 0 is the iteration index and &,(t), a € {1,2,3,4},
are positive step sizes. vy, i[i] can be obtained from v, i [i] =
(W — tim,k[7])]T. Unm x[i] in (37) denotes the projection opera-
tor on the feasible set Uy, 1[1] = {pm, k] k1] < wi}
Since the transformed problem is convex in nature, it is
guaranteed that the algorithm converges to the optimal solution
if the chosen step sizes satisfy the general conditions stated
in [22, Chapter 1.2]. In summary, the master problem adjusts
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The BS transmits packets with
optimal power, secrecy rate, packet
ata rate, and subcarrier allocation

Initial state:
Relays obtain CSI of BS-to-relay links
and relay-to-user links. The BS
initializes all Lagrange multipliers.

!

The BS broadcasts the Lagrange
multipliers to all relays.

!

Each relay solves the subproblem in
(29) based on its local CSI.

}

Relays feed back the subproblem
solutions to the BS.

;

The BS updates the Lagrange
multipliers using the gradient method
in (35)-(38).

NO

Convergence or maximum
number of iterations reached?

Fig. 3. A flow chart of the proposed iterative distributed resource allocation
and scheduling algorithm.

the water-levels of (31) and (32) through the gradient update
equations (35) and (36) until the individual power constraints
of the BS and the relays are satisfied, respectively. Finally,
(37) reduces the difference between the capacity of user k in
the first and second hops, which corresponds to the selection
of the minimum capacity in (15). We note that there is no
intra-cell/inter-sector interference in the considered system
since the resource allocation algorithm is applied to the entire
cell and all users in all sectors are competing for resources.
By combining (34) and (38), it can be shown that, for the
optimal solution, there is no time-sharing between the assigned
subcarriers. The overall distributed algorithm is illustrated in
Figure 3.

V. RESULTS

In this section, we evaluate the system performance using
simulations. A cell is modeled as two concentric ring-shaped
discs where the outer boundary has a radius of 1 km and the
inner boundary a radius of 0.5 km, cf. Figure 1. The number
of subcarriers is np = 128 with carrier center frequency
2.5 GHz, bandwidth B = 5 MHz, and w;, = 1,Vk. Each
subcarrier has a bandwidth of 39 kHz and a noise variance
of Nyg = —128 dBm. The 3GPP path loss model is used [23]
with a reference distance of dy = 35 m. There are M = 3
relay stations in the cell which are equally distributed at the
inner cell boundary for assisting the transmission. The K
desired users are uniformly distributed between 0.5 km and
the cell boundary at 1 km. We assume that the eavesdropper
is located 35 m away from the BS which represents an
unfavorable scenario, since all the desired users are farther
away from the BS than the eavesdropper. The small scale
fading coefficients of the BS-to-user and BS-to-eavesdropper
links are modeled as i.i.d. Rayleigh random variables. On
the other hand, a strong line of sight communication channel
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Fig. 4. Lagrange multiplier A versus number of iterations with K = 15
users and M = 3 relays for different transmit power levels. The BS and
each relay are equipped with N7 = 9 antennas. There are Ng = 2 receive
antennas at the eavesdropper.

between the BS and the relays is expected since they are
placed in relatively high positions in practice and the number
of blockages between them is limited. Hence, the small scale
fading coefficients of the BS-to-relay links are modelled as
ii.d. Rician random variables with Rician factor K = 6
dB. The channel estimation error-to-signal ratio (ESR) is

set to 0203 = (.05, unless further specified. The target

h o

secrecy ogt?lge probability and channel outage probability are
set to & = 0.05 and € = 0.05, respectively, unless further
specified. We assume that the maximum transmit power at
each transmission device is Pr, i.e., the BS and the relay
have a maximum transmit power of Pr, = Pp, = Pr. The
average secrecy outage capacity is obtained by counting the
number of packets securely delivered to and decoded by the
users averaged over both the macroscopic and microscopic
fading.

A. Convergence of Distributed Iterative Algorithm

Figure 4 illustrates the evolution of the Lagrange multiplier
A of the distributed iterative algorithm over time for different
maximum transmit powers Pr with K = 15 users and M = 3
relays. Both the BS and each relay have Ny = 9 transmit
antennas, while the eavesdropper has Np = 2 receive anten-
nas. Positive constant step sizes &1(t),&a(t),&3(t), and &4(¢),
which were optimized for fast convergence, were adopted in
(35)-(38). The result in Figure 4 was averaged over 10000
independent adaptation processes. For the considered transmit
power values, it can be observed that the distributed iterative
algorithm converges fast and typically achieves at least 95%
of the optimal value within 5 iterations.

B. Average Secrecy Outage Capacity versus Transmit Power
and ESR

Figure 5 illustrates the average secrecy outage capacity and
the throughput of the eavesdropper versus the total transmit
power for K = 15 users for different numbers of transmit
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Fig. 5. Average secrecy outage capacity versus transmit power for different
numbers of transmit antennas N. The eavesdropper is equipped with Np =
2 antennas and is located 35 m from the BS.

antennas N7 at both the BS and the relays. The eavesdropper
is equipped with Np = 2 antennas. The number of iterations
for the proposed iterative resource allocation algorithm is 5
and 20. It can be seen that the performance difference between
5 iterations and 20 iterations is negligible which confirms
the practicality of our proposed iterative resource allocation
algorithm. On the other hand, for a better illustration of the
effectiveness of the artificial noise generation, Figure 5 also
includes the performance of the eavesdropper in terms of
average throughput. As observed in Lemma 1, the average
throughput between the BS and the eavesdropper does not
scale with the transmit power in the high transmit power
regime due to the artificial noise introduced by the BS, despite
the fact that the eavesdropper is located closer to the BS than
all the desired users. On the other hand, it can be observed
that although the imperfect CSI has a negative impact on the
average secrecy outage capacity due to the artificial noise
leakage, the system performance scales with the transmit
power thanks to the proposed optimization technique. Besides,
it can be observed that an increasing number of transmit
antennas Nt benefits the desired users in terms of average
secrecy outage capacity. Yet, there is a diminishing return
when N is large due to the channel hardening effect [17] in
the desired channels. On the contrary, the throughput of the
eavesdropper is limited by artificial noise and the performance
gain achieved at the eavesdropper due to increasing Nr is
marginal.

Figure 6 illugtrates the average secrecy outage capacity
versus ESR —2=

UhRm,k

of receive antennas at the eavesdropper and different numbers
of transmit antennas at the BS and relays. The number of iter-
ations is set to 5. It can be observed that as the estimation error
increases, the system performance decreases since the CSI
available for resource allocation becomes less accurate, and
the resource allocation has to be more conservative in order to
satisfy the outage requirements of the selected users. Besides,
when Np is not significantly larger than Npg, the average

for K = 15 users with different numbers
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Average secrecy outage capacity versus the number of antennas
and different

secrecy outage capacity is comparatively small for moderate
ESRs values. This is because the resource allocator shuts down
some subcarriers if the channel conditions of all the users are
not good enough to guarantee secure communication, which
results in a low average system performance. On the other
hand, Figure 6 suggests that if the number of transmit antennas
Nr is large enough compared to the number of eavesdropper
receive antennas Ng, e.g, N7 =9 and Ng = 2, the proposed
resource allocation scheme is able to guarantee an average
secrecy outage capacity of 0.5 bit/s/Hz (corresponding to
2.5 2Mbps for a 5 MHz bandwidth) even in high ESR (e.g.

020—6 = 0.35, estimation error of 35%), while satisfying

PRy K .
both the channel outage and secrecy outage requirements.
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Fig. 8. Average secrecy outage capacity versus the number of desired users
for different numbers of transmit antennas N at the BS with a total transmit
power Ppr = 43 dBm. The eavesdropper is equipped with Ng = 2 antennas
and is located 35 m away from the BS. The double arrows indicate the
performance gain achieved by an increasing number of transmit antennas
Nr.

C. Average Secrecy Outage Capacity versus Ng

Figure 7 depicts the average secrecy outage capacity versus
the number of receive antennas Ng employed at the eaves-
dropper for different secrecy outage requirements and ESRs.
There are K = 15 users and Ny = 9 transmit antennas
at the BS and the relays. The number of iterations for the
iterative algorithm is 5. It can be observed that the secrecy
outage capacity decreases as N increases, since more of the
transmitted power has to be devoted to the artificial noise gen-
eration for degrading the channels of the eavesdropper, which
results in less transmit power for information transmission.
On the other hand, we observe that a more stringent secrecy
outage probability requirement does not necessarily lead to
a higher average secrecy outage capacity. This is because a
larger fraction of power has to be allocated to the artificial
noise for degrading the channel of the eavesdropper and less
power is available for information transmission. Yet, a less
stringent secrecy outage probability requirement may also lead
to an unsatisfactory system performance since the eavesdrop-
per has a higher chance in decoding the desired information.
As observed in Figure 7, there exists an optimal secrecy outage
requirement § for each ESR value, which maximizes the
overall system performance. However, optimizing the value of
¢ in the physical layer may require further information from
the application layer (e.g., tolerable information leakage of a
particular data type such as video or email), which is beyond
the scope of this paper.

D. Average Secrecy Outage Capacity versus Number of Users

Figure 8 depicts the average secrecy outage capacity versus
the number of users for different numbers of transmit antennas
for Pr = 43 dBm. The number of iterations is 5. It can be
observed that the average secrecy outage capacity grows with
the number of users since the proposed resource allocation
and scheduling algorithm is able to exploit multi-user diversity
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(MUD), despite the existence of the eavesdropper. However,
for large N, the system performance scales with the number
of users slowly. Indeed, since a large number of transmit an-
tennas reduce channel fluctuations in the desired user channel
and cause channel hardening, they decrease the potentially
achievable MUD gain in the subcarrier allocation process. On
the other hand, the performance of the eavesdropper does not
scale with the number of users since the channels between the
eavesdropper and the desired users are generally uncorrelated.
Remark 2: Simulation results for when the eavesdropper
is located close to a relay are not shown since the resulting
system performance is close to that of the considered case
where the eavesdropper is located close to the BS. This is
because when the capacity upper bound of the eavesdropper
in (16) is adopted for resource allocation, a large amount of
artificial noise is generated to combat the eavesdropper which
saturates the throughput of the eavesdropper, cf. Figure 5.

VI. CONCLUSION

In this paper, we formulated the resource allocation and
scheduling design for OFDMA DF relaying systems as a
non-convex and combinatorial optimization problem, where a
multiple antenna eavesdropper, artificial noise generation for
secure communication, and the negative effect of imperfect
CSIT were taken into consideration. By relaxing the combina-
torial subcarrier allocation constraints, the considered problem
was transformed into a convex problem. An efficient iterative
and distributed resource allocation algorithm with closed-form
power, secrecy data rate, packet data rate, and subcarrier
allocation requiring only local CSI at each relay was derived
by dual decomposition. Simulation results not only showed
that the performance of the proposed algorithm converges to
the optimal performance within a small number of iterations,
but also demonstrated the achievable secrecy outage capacity
when the eavesdropper is closer to the BS/relay than the
desired users.

Interesting topics for future work include studying the
impact of finite queue sizes at the relays and end-to-end flow
control.

APPENDIX: PROOF OF LEMMA 1

The proof of the Lemma 1 involves three steps. We first
derive the channel outage data rate between the BS and user k
via relay m on subcarrier ¢ by considering the channel outage
probability requirement C1 in (21), i.e.,

r | Réstaf;) > ;mln{CBRmk[] Crali }‘Amk[]} .

(39)

Note that Cg,, x[¢] is the only random variable in (39) and
both Rfﬁf[z] and Cpgr,, k[i] can be controlled via power
and packet data rate adaptations. In other words, Rd‘”“[ ] <
3CBR,, xli] is guaranteed. Therefore, the left hand side of

(39) can be written as
Pr [Rycieli] > C’R li]

x Pr {CBRchM > Cr,, k1]

m k[1]s CBR,, k[1] > CRm,k[i]}
Am7k[i]}.

(40)
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On the other hand, it can be observed that the outage capacity
Rdetafil(1 — €) is linearly increasing with RA74[i] for a
fixed target outage requirement £ and is upper bounded by
$CBR,, kli]. Therefore, the outage capacity is maximized
if we control £Cpg,, k[i] such that it is equal to Rﬁfﬁf[i].
Therefore, (40) can be further simplified as

m,k[iﬂ

D1+ (1 = ag,, k[i])Pr,, k[ilo?)
R, k1| PR, k]
m.,k[ﬂ]

DA+ (1 - an,, ki) Pr,, kli]o?) Z)
Osz7k[Z']PRm7k[i] ’
ar,, ki) Pr,, k[i|Fy, (g,1) )

1+ (1 - aRmyk)PRm7k[i}O’g
1 )
5Cin,,lil}. (41

Pr {CBR kH>CR k[]

(22BN

=Pr

Pl ihg, k[iER,, kli]

(2Rl

=FX2(
=

1
= Rd“m[ |= min{§ log, (1+

where F,,(-,7) denotes the cdf of a non-central chi-square
random variable with 2 degrees of freedom and non-centrality
parameter flRm7k[i}fl};m’k[i] [24]. Then, we can derive the
outage secrecy data rate by calculating the secrecy outage
probability in C2. Without loss of generality, we define
the secrecy data rate and outage data rate as R;°G[i] =

5 logy (1525, [i]) and REve[i] = 3 log, (rd®ie[i]), respectively.
We assume that ar,, ki) = max{ar,, [i], aBr,, £[i]}. This
assumption is necessary for deriving an efficient resource
allocation algorithm. It results in an upper bound on the
secrecy outage capacity and a lower bound on the secrecy data
rate. Then, the secrecy outage probability can be expressed as

Pr [RIIE(H] — Conpli) < R3S 01| A ]
o | T ] 1
=Py ~ DD
OBR,, k1] 1 OR, k]
gmax{ _OéBRm,kmglm p— Qz }‘Amk ]
i [0 1 — an, kli

sec - 1)

rm’k[i]

= l( S [Ny~ 1)

< max {4 ] QM}\AWM] , 42)

where O[i] = gl[i|(G1[i{)GI[i])'gi[i] and Q[i] =
g} [i](G2[i)G1[i]) ' ga[i]. Note that the upper bound on the
secrecy outage probability in (42) is due to the assumption
of Otpwmk[i] = max{aRm’kH OtBerk[ ]} If O‘BRm,kH =
max{ar,, k[i],aBr,, k[i]}, the inequality is also valid by
replacing ag,, k[i] by apr,, x[i] in (42). On the other hand,
since €24 [i] and Qs[i] are i.i.d. random variables, we have the
following equality

Pr [z < le‘Amm} — Pr [z < Qz[i]]Amm}, 43)
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(rei il —ras s i) (1= oy, ki)
rocslilar,, kil (NT—1)
outage probab1hty in (42) can be written as

F,.(2,i)=Pr [z < max {le, Qg[i]}‘Amyk[iﬂ

where z =

. Hence, the secrecy

(44)
—Pr [z < Ql[i]‘Aka} 4 Pr [z < Qﬂﬂ‘Am,k[i]}
—Pr [z < Ql[i]]Amm} «Pr [z < m[i]]Amm]

On the other hand, it can be observed that 4 [4] is equivalent to
the signal-to-interference ratio (SIR) of an Ng-branch MMSE
diversity combiner for Ny — 1 interferers. The correspond-
ing complementary cumulative distribution function (ccdf) is
given by [13], [25]

O S

Pr [z < Ql[i]]Am,k[i]} = Fa(s) = =t 49)
Therefore, the target secrecy outage probability F,_(z,i) can
be obtained by substituting (45) into (44), which yields
F. (2,1) = Fa(z) + Fa(2) — Fa(z) x Fa(z)
_ ZiLVEo ' (NTn H)2z"
(4Nt
Np—1Ng-1 - 1\ _m+n
_ano Zmio (Ni;q, 1) (an 1)2 * (46)
(14 2)2Nr—2 '

For a target secrecy outage probability of J, z can be
expressed as

2= F1(0,4) = Rl = (47)
1 ar,, k[i|(Nr — 1) F_(8,1)
Rdata 21 1 ms
[ [] 2 og2( + l—Oszvk[] ):| ’
where F‘l(é i) is the inverse ccdf of random variable

max{Ql[} ol ]}, which can be computed efficiently by
numerical solvers or implemented as a look-up table in
practice. The final step in deriving the lemma is to calculate
the asymptotically optimal o [i] and afp [i] in high
SNR. Let (I>BRm,/€M = PBRm7 [’])\mdeRm M, q>Rm7k[i] =
F e, i)/o2, and Ap[i] = (Np—1)F_ ' (6, 1). The expression
for the secrecy data rate of user k& on subcarrler 1 depends on
the link qualities of the BS-to-relay link and the relay-to-user
link, cf. (42), (47). If the BS-to-relay link is weaker than the
relay-to-user link, then the secrecy data rate can be expressed
as

1
Ri“li] = 5Cor,uli )
1 OzBRm,k[ } (5 i)(Nr — 1)
— glom (1+ p—— )

On the other hand, if the relay-to-user link is weaker than the
BS-to-relay link, the secrecy data rate of user k on subcarrier
¢ in high SNR is lower bounded by

oo 1 Pr,, 1li]F! (e 1) ok 4 i]
L UEe 5{ log, (1 1+ P, ili]o? )
O[Rm7k[i]Fz:1(5,Z')(NT — 1)
_ log, (1 + rw— )}.(49)

iF- Nei)ady wli] . .
In fact, the term PRm’kEJLkaE:];)Q el g, (49) can be in-

terpreted as an signal-to-interference-plus-noise ratio (SINR)
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under a virtual interferer with interference power Pr,, x[i]o2.

By standard optimization techniques, it can be shown that
the optimal ap [ and af [i] maximizing (48) and
(49) have the same asymptotic expression in high SNR
(PBR o k1] PRy ke — 00):

aERm,k[i}
_ _(I)BRm,kM"F\/(I)BRm, HAEM((I)BRWH M —AEM -‘rl)
PR, ki](Apli] —1)

@ L and
Agli]
g, k]
_@Rnu Z—‘r\/@Rm AE[](@Rm, []—
g, k[ (Apli] — 1)

Agli] +1)

1

Agli]’
respectively. (a) is due to the high SNR assumption, i.e.,
®pr,, kli] > Agli] > 1. The assumption of high SNR
is necessary for arriving at an efficient resource allocation
algorithm. Note that ®pr,, 1[i] > Ag[i] is always valid in
the high transmit power regime as ®pp,, «[i] increases with
the total transmit power while A g[i] remains constant. On the
other hand, (b) is due to ®r,, x[i] > Ag[i] > 1, which holds
for reasonably small channel estimation error variance o2 (e.g.
ol < ofmmyk) and secrecy outage requirement § (e.g. § < 1).

—~
o
N2

(50)

%
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