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Introduction
Why Quantum Communications?

Creation of Deterministic Single

. . . Photons on Demand.
Interesting engineering challenges !

Image: University of Technology Sydney

- Everyone seems to be doing it ! China Lunches World’s

First Quantum Satellite
Sept '16. ccTV News.

5
—— Representation of a
The ultimate Cyber -Security solutions ! V.S quantum channel
[ . Smith & Yard 2008
»A—— ,/"i B
input ' output
—

Now Truly Making its Way Into Real World Engineering Solutions -
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Toward Large Scale Quantum Communications

&PSectrum

Quantum Communications is emerging as the For Tech Insiders Oﬂ Iﬂe
breakthrough communications technology of the
21st Century

* Major research thrusts globally are underway

-+ Practical fundamental limits are being explored via
extensive deployments

 Research papers are appearing in Major IEEE
Conferences (e.g. Globecom !)

« Commercial deployments in quantum
cryptography are already being rolled out
(e.g. MagiQ: http://www.magigtech.com)

Quantum Solutions for the Real World™ EU-sponsored quantum-cryptography network
unparalleled in size and complexity.

M ] Image: Austrian Research Centers
a H I b


http://www.magiqtech.com/�

1) Introduction - Why Quantum Communications?
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Quantum Communications over any Distance is
Entirely Feasible

Quantum Communications Over 150km Now Established (many times !)
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The Tenerife experiment was first test
of a satellite based quantum
communication network

{'\ BOTRIRETEMOREHE

™ = BTRMEEER. ¥RES
F MR EABE, REATDE,
3 F—NE. BREORESE,
. )@ } #HE | BoknBHME. EFTAE,

Quantum
Communications

N\ is now truly
|- international !

Photo: Aug 2016 —

The Chinese quantum satellite blasts off from the
Jiuguan Satellite Launch Centre. (AFP)




Quantum Communications is Interesting!

Concepts you need to know (as we move alonq)

What is a Photon?

It is likely more than you
thought (prior to 1992)

The Qubit

The Itsybitsy basic
resource source of all
quantum communications

The No Cloning Theorem
Copying classical
Information iIs easy, but try
copying quantum
Information.

Quantum Entanglement
Why Einstein was wrong
and right at same time.

Quantum Teleportation
Communication of
guantum state information
(magically)

The Infinite Qudit
Just when you thought this
was all too easy
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Quantum Mechanics is True!

(Postulates of Quantum Mechanics) *

1. Associated with any particle moving in a conservative field of force is a wave
function which determines everything that can be known about the system.

2. With every physical observable g there is associated an operator Q, which
when operating upon the wavefunction associated with a definite value of
that observable will yield that value times the wavefunction.

3. Any operator Q associated with a physically measurable property q will be
Hermitian.

4. The set of eigenfunctions of operator Q will form a complete set of linearly
independent functions.

5. For a system described by a given wavefunction, the expectation value of
any property ¢ can be found by performing the expectation value integral
with respect to that wavefunction.

6. The time evolution of the wavefunction is given by the time
dependent Schrodinger equation.

*Actually true — but “formally” unproven statements
Postulates 2 and 3 are building blocks of Quantum Communications !


http://hyperphysics.phy-astr.gsu.edu/Hbase/quantum/qm2.html�
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antum Mechanics is True! | _guws™

\ e\ " \“g
| dot \\“ el 0‘\‘4‘\1
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at can be kno , QCQQ_O\)\“(?
el
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tion associated with . .aiue of

2 times the wavefuncti.

3. Any operator Q associated w

a physically measurable property g will be
Hermitian.

4 The set OfFor me, _the_important thing about quanturr_l \ of linearly
independ mechanics is the equations, the mathematics. If you

want to understand quantum mechanics, just do the
math.

5. Forasys All the words that are spun around it don’t mean o _Value of
any prope h 1t's like blaving the violin. If violini lle integral
with resp very much. It's like playing the violin. If violinists

were judged on how they spoke it wouldn’t make
é\mUCh sense. Freeman Dyson

6. The time
dependent Schrodinger equation.

*Actually true — but “formally” unproven statements
Postulates 2 and 3 are building blocks of Quantum Communications !


http://hyperphysics.phy-astr.gsu.edu/Hbase/quantum/qm2.html�

Quantum Communications —
Concepts you nheed to know (as we move alonq)

What is a Photon?

It is likely more than you
thought (prior to 1992)
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Technical Background
Single Photons (DV States) & The Qubit

Hologram of a single photon reconstructed from raw measurements (left)

and theoretically predicted (right).
Chrapkiewicz et al.2016



%-u/

m —|—1
%‘ A solution of the Quantised Electromagnetic Field -
% - n Four Degrees of Freedom
i (helicity and a three dimensional momentum vector)
N [
W\ .m_ -2

Image Wikipedia
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Altering the field quantities in :
Maxwell's Equations to operators that satisfy
guantum commutation relations leads to the
Quantized Electromagnetic Field
(see later).

A particularly interesting quantum state derived from
such machinery is one coherent to all orders - the
so-called Coherent State (aka laser output)

ol 20 0 ||
|u)=e‘TZF|n>—e = e |0),
n=Il

A quantum state containing n photons
(Fock State)
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Very Attenuated Laser Pulses
Approximate Single Photons

Credit: Sean Kelley/NIST PML

Heavily attenuated weak laser pulses approximate
Single Photon sources.
Can use polarization states of such single photons as

QUBITS

Experimental deterministic “on demand” single photons is an open research area.



Quantum Communications —
Concepts you nheed to know (as we move alonq)

The Qubit

The Itsybitsy basic
resource source of all
quantum communications
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The Qubit

The Schrodinger “Cat State”

“Miniaturize” - e.g. take the “cat” to be a photon.
And swap “dead or alive” states with any alternate
orthogonal states of the photon |0> & |1>




Discrete-Variable Quantum System

Discrete Variable (DV) systems
A quantum system having a finite-dimensional Hilbert space

Qubits v)=a|0)+ B0,  |of +|8] =1
A guantum system having a two-dimensional Hilbert space
Spin, polarisation, etc.

Qudits - o
)= ln) Dl =1

A gudit is a generalization of the qubit to a D-dimensional Hilbert space

Later - Continuous variable systems D >0 and D, —D; =0



The Qubit

(Bloch Sphere)

Bloch Sphere representation of
v)=a|0)+B|1)

0 ~

3= €"“sin (g)

a’+pr=1

a qubit.




Quantum Communications —
Concepts you nheed to know (as we move alonq)

The No Cloning Theorem
Copying classical
Information iIs easy, but try
copying quantum
Information.



Quantum Key Distribution (QKD)
The No Cloning Theorem

A arbitrary unknown qubit cannot be copied or
amplified without disturbing its original state.

This is the statement of the
No-Cloning Theorem
Wootters & Zurek (1982)



Quantum Key Distribution
The No Cloning Theorem

N

Imagine there existed a unitary transformation
that could do this (unitary is applied to the
U (|S>|O>) =|s)|s) product state)

U(s.)l0)=ls.)]s.)
| Consider applying our device also to U (‘ Sl> O>) = ‘Sl>‘ Sl>
1 <
MM U (5)]0))=5;)]s.)
~ulL S)+|s
U(1T>O>)U{\/§( > ‘ >)|O>} Note shorthand notation
= L)) +(s s )=l ) 5)s)=]s)®]s)

But we wanted

w)¥)=2(1s)+s )(s)¢1s.) (q@@[

0 1

1
0
0
0

) |s>,‘sl> and |W) cannot be copied simultaneously Quantum Mechanics is Linear




Quantum Key Distribution
The No Cloning Theorem

Alternate Proof: Lets take inner product of both first
equation using 2"d equation (e.g. LHS of both equations

(UT<32‘<OD(U\31>‘O>) (CHCHIENEY)

00 (5,[5)(0]0) = (s[5 (s



Quantum Key Distribution
The No Cloning Theorem

But u'u=1 (0|0)=1
Thus CAEPEICAENICALY
Thus (s,|s.)=(s; \sl>2

Thus, only possible if

(s,[5,)=0 (s,]5,)=1



Quantum Key Distribution (CloNE
The No Cloning Theorem b0

(s2]81) = (s 8:)°

This means that you can copy a state if you know already that it is identical
to all the other states available to you

This means the distinct states available to you can be copied only if
they are mutually orthogonal

Q) What is the difference between above and classical information?
A) None.



Quantum Key Distribution

The BB84 Protocol

 The BB84 protocol (Bennett and Brassard 1984) was the first quantum
cryptography protocol introduced — let us discuss this now

 Asyou will see it is a good use of our knowledge of polarization states,
and implicitly uses the No Cloning Theorem to avoid attacks



Quantum Key Distribution
The BB84 Protocol

e Let us use two basis as a means of doing a measurement. Use

M =(|m,2),|m,@)) :[CTS Z][}Z': :D

1) The rectilinear basis (our horizontal-vertical basis)
Refer to this basis as “+” 9 =0°

(‘m9‘1)>,‘m9(2)>):(((1))’((1)n

M



Quantum Key Distribution
The BB84 Protocol

Let us use two basis as a means of doing a measurement. Use again

M =(|m,®),|m,)) :[E:f Z](_c?: ;D

2) The diagonal basis (rotate horizontal-vertical basis) 9 — 4R°
Refer to this basis as “X".

(1N ( 1
1 2 ﬁ _ﬁ
M =(‘m9()>,‘m9“>): 1 'l 1
\V2) V2 )



Quantum Key Distribution
The BB84 Protocol

We can prepare states referenced to a state in a particular basis e.g.

0).

means the zero state referenced to the “+” basis

We have four possible states referenced this way

0).:10), 11,19,



Quantum Key Distribution
The BB84 Protocol

This table summarizes the BB4 protocol

Takle I. The BEBE34 Key Distribution Protocol. Hera, *Y" and “M" stand for “yes™ and “no’
respectively, and *R" means that Bob obtains a random result

Ahees string 1 1 i 1 ool 1 i 1 1 1 1 I A
Ahees ha=is + |+ + 1 =] =]+ = | = =+ ++ |+
Bol's ha=is + |« |+ 1+ =+ = + | = u + |+ |+ | +
BEol's sbrng 1 K1 u H T u [ 1 4 1 1 1 1 1] ]
Sale basls: T | 4 | L [~ |1 | T[T | N |7T ]| T[] T¥ ]| 7T ][|7T]1T
Bits to keep 1 i ol 1 1 1 1 1 ]
Test Kl I MY | M NI NIHN]Y [ Y | N
hey ] i 1 1 1 1 i
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Quantum Key Distribution
The BB84 Protocol

Step 1: Alice prepares a series of qubits in each of the four possible states

0),.,10), 11)...|9),

Tabkle . The BE34 Kay Diztribution Protocol, Here, *¥" and “N" stand for “ves™ and “no;”
respectively, and *R™ means that Bob obtains a random result

Alces stnng 1 1] 0 1 B! i 1 1 1 1] o]0
Alhees ba=is + |+ + ] =] =+ = w | x| x|+ [+ +]+
BEob's ha=i= + x|+ ]+ =+ =1+ ==+ +]+]+
Bob's string 1 KU | S [l 1 ke 1 1 1 1 (] ]
mEIe BAasia T | 4 | L | ™ |1 || ¥ | ™| T[] ¥ 7T |71 ]1T
Biats to keep 1 ] B! 1 1 1 1] o] o
Test K N Nl Y | N NIMNIN]Y[Y [N
by ] i 1 1 1 1 i
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Quantum Key Distribution
The BB84 Protocol

Step 2: Bob measures the qubit in a randomly chosen “X” or “+” basis
In noiseless channel — If Bob chooses same basis as Alice the result is same

If Bob chooses different basis from Alice the result is random

Takle |. Tha BE&4 Key Distribution Protocol. Hene, *Y" and “N" stand for “ves” and “no.”
respectively, and *R™ means that Bob obtains a random result

Ahees stnng 1 L[ U 1 vl o] [ 1 1 L[ o] o
MAhee's ha=is + 1+ ]+ =1 =1+ = w | | =+ + 4+ +
Faolb's hasi= + =]+ + =1+ =1+ ==1+]+]+]+
Bob's =tring 1 E 1 u | O ] 1 ke 1 1 1 1 1] 1]
malne Nasls Y | 4 | L | | T | * | T [|®™ |1 ] ¥ [ ¥ 7T [T |01
Biats to keep 1 i o] 1 1 1 L[ o]
Test b N x| M NIMNITN]TY[Y

Key ] i 1 1 1 1 ]
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Quantum Key Distribution
The BB84 Protocol

Step 3: Using a classical channel Bob tells Alice which basis he used for each
measurement — Alice tells Bob which measurement to keep (i.e. what
measurements correspond to same basis she used).

Using this they form the sifted key (the “bits to keep” in table below)

Table . The BE34 Key Diztribution Protocol. Here, *¥" and “M" stand for “ves” and “no,”
respectively, and “R" means that Bob obtains a random rezuht

Alces stnng 1 1] u L | o] u 1 [ 1 1 1 L | o] o
Ahees hasis + |+ 1+ :-:: | + | = w ¥ M + 1+ + 1+
Hob's ha=i= + =+ 4+ x|+ =1+ x]=x1+]+]+]+
Bob's strng 1 E U 1w ] 1 ke 1 1 1 1 [ 1]
same basiE! i M T I i T T I i i T i i i
Bits to keep 1 ] mlu 1 1 1 1 L | o]
Test bl M MY [N BN TN Y | Y [N
hey i i 1 1 1 1 i
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Quantum Key Distribution
The BB84 Protocol

Step 4: Alice tells Bob via classical channel a small subset of the bits

which she uses as a test.

If Bob agrees that he measured the same 0s and 1s in his measurements
(some small error tolerance is allowed in practice)

they assume all is well and use remaining unannounced bits as the initial key.

Table . The BE34 Key Distribution Protocol. Here, *¥" and “M" stand for “ves” and "no,”
respectively, and *R" means that Bob obtains a random rasult

Ahees string 1 L[ u I ool 1 o1 1 1 L [ o] o
Ahees ha=is + |+ | + W w | 4+ | = w o M + |+ + | +
Bali's ba=i= + =]l + 1+ =1+ = + | = M + 1+ + 1+
Bob's strng 1 E U | ] ] 1 ke 1 1 1 1 [ ]
same basiE! i Y Ll R i T Ll R i i 1 i i i
Bitz to keep 1 ] ! 1 1 1 L [ o] 4
Test Kl N Nl Y | BNl MNYITNY | Y [N
hey ] ] 1 1 1 1 i
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Quantum Key Distribution
The BB84 Protocol (summary)

Step 1: Alice
creates string
0'sand1's

100101000010001|100

X+X++X+XX++X+XX|XX+

Step 2: Alice polarizes
photons with different basis
and mapping

0 -> first element of basis
1-> second element of basis

[l x[x[xee] « [fe « [ [] ]

Step 3: Bob
chooses a random
basis from x and +
and measures and
strores result

[N
o
-
o
o
o
o

X
4
x
B
x
x
Es

Step 4:Alice calls Bob
on classical channel
and discusses basis

each used to find
where basis agreed

(the blue boxes)

j

101001100 becomes the secret key.

Step 5: Alice and Bob use this initial key to generate a new key using

error correction
Step 6: Based on number of errors they estimate how much information an

eavesdropper ‘Eve’ may have obtained — they then create a shorter string of
which the are sure Eve has no knowledge of (privacy amplification)



Quantum Key Distribution
The BB84 Protocol

But Eve can guess-estimate?

“Formal” Proof of Security for QKD took 12 years !

Step 1: Alice
creates string
0'sand1's

Step 2: Alice polarizes
photons with different basis
and mapping

111 |1 0 0] (O
X[x| |+ X +| X

[ e x|+ [ + ]

0 -> first element of basis
1-> second element of basis

Step 3: Bob
chooses a random
basis from x and +
and measures and
strores result

1/2 1/4

¥ N\

Eve guesses basis,
measure photons and

110 1{o]o 0]0 creates new photons
sl sell ][5 | in her measured
basis, and forwards to

Step 4:Alice calls Bob
on classical channel
and discusses basis

each used to find
where basis agree

(the blue boxes)

Bob

101001100 becomes the secret key.

2) Tech. Background -QKD
(Malaney, Globecom 2016)




Quantum Communications
Concepts you nheed to know (as we move alonq)

Quantum Entanglement
Why Einstein was wrong and
right at same time.
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Quantum Communications
Quantum Entanglement '

~

“Bizarre science: Particles
TALK to each other over
huge distances breaking
laws of physics”

- J

Quantum entanglement allows you to
send information faster than light,
which upset Einstein. But Einstein has

the last laugh. The information you send
on quantum entanglement is random,
useless information. So Einsein still has
the last laugh.

— Michio Koke —

AZ QUOTES
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Quantum Communications
Quantum Entanglement

1

0@ [0) = Z(18) +197)),
0 1) = —5(9") + 7))
110y = —(19") = [17))
i
mage: Shadboltetal 2001 1)@ 1) = %qqﬁp _15)).

The Bell States
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Quantum Communications

Creating Quantum Entanglement

Crystal splits
Unpolarized light 2 Light polarized vertical and
horizontal
at an angle Ea
polarizations

F] | e
757 7T

Calcite
&3 Vertical GHStS
4 .
polarizing filter

LAURIE GRACE

UNPOLARIZED LIGHT consists of photaons polarized in all directions (a). inta the other. Intermediate angles go into a guantum superposition of both
In polarized light the photons' electric-field ascillations (arraws] are all beams. Each such photon can be detected in one beam or the other, with
aligned. A calcite crystal [b] splits a light beam, sending photons that are probability depending on the angle. Because probabilities are involved, we
polarized parallel with its axis into cne beam and those that are perpendicular cannot measure the polarization of a single photon with certainty.



Quantum Communications

Creating Quantum Entanglement

: W

Crystal % Lac

§ OYHXP

5;‘ LPHEYG

Laser beam fé IERKrannNn: i
Entanglement leads to many strange outcomes! Quantum blindsight. “You appear to be blind in

your left eye and blind in your right eye. Why you
can see with both eyes is beyond me..."

Smith & Yard 2008



Quantum Communications —
Concepts you nheed to know (as we move alonq)

Quantum Teleportation

Communication of quantum
state information (magically)
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THE UNIVERSITY OF NEW SOUTH WALES

QUANTUM TELEPORTATION

or: WHAT HAPPENS TO "A" WILL AFFECT "B"

ALICE HAS A CHARLIE HAS A CHARLIE SEMDS OME TO ALICE... AND ONE TO BOB,
YELLOW PHOTON.| PATR OF BLUE WHO STORES IT IN HIS
PHOTONS. . — CRYSTAL "MEMORY BANK"
_THAT ARE *’[
ENTANGLED!| : Tt

v

pW/3

ALICE AND BOB'S RELATIOMNSHIP | AS THE BLUE PHOTOMN ALICE RECEIVED
IS CORDIAL, BUT SOMEWHAT | COLLIDES WITH HER YELLOW PHOTOM,
| BISTANT. I | SHE MEASURES THE EVENT AND LEARNS

i“_.

ALICE'S MEASURING OF
THE EVENT AFFECTS BOR'S
FAR-AWAY PHOTON,

\ ~ ..\ | THAT THE STATE OF HER PFHOTOM HAS CHAMNGING ITS STATE!

| ". \
: x e V) BEEN TELEPORTED TO BOB'S.[ = TR PREEER
= wa | 3 i
-FI 3 o AV o S = ffif
| . B 22 e\
(Along way.) k ARE ANNIHILATED!)
HOWEVER, BOB CANT DETERMIMNE UNTIL ALICE SENDS HIM AMD BOB LEARNS
THAT TWO BITS OF INFORMATIOMN HIS PHOTOM HAS
o HIS s OVER AM OPTICAL FIBER. CHAMGED FROM
u PHOTOMN BLUE TO YELLOW, TOO!
rﬁ?‘: HAS

""" CHANGED.
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THE UNIVERSITY OF NEW SOUTH 5

Quantum Communications —
Quantum Teleportation (Star Trek Version)

... AQUANTUM MEASUREMENT ...

PREPARING FOR QUANTUM TELEPORTATION ...

JURNTUM TELEPORTATION 07 4 PERSON [impossible inpractice  aqual mass of auxdki tial [green]. Th y
buta good examale toac theimaginatian) wauld begin withthe  has previousiy beeng tangled with fs JUINT MEASUREMENT carried outon the ausiliarymatterand the  bits per elementary state. By ‘spooky action at a distance,” the =
person insids 3 mezsurement chamber (jejt) alangeide an ‘which & 8t the faraway receiving statian (ight]. person (left] thanges them to a randam quantum state and  messurement also instantly ahers the quantum state of the £
produces & vast amaunt of randam [but significant] data—twe  Faraway counterpan matter (night). MIAE 55 A
IH

MDATA...
TMNSFISSIB" [ESMN0 . RECONSTRUCTION OF THE TRAVELER

9

A

MEASUREMENT [4TA must be sent to the distant receiving speed of light, making 'timpossibie to telzport the pesscn RECEIVER RE-CREATES THE TRAVELER, exact down to the counterart matter's state according 1o the random
stalionby conventionalmeans. This process s Emitedbytha  faster than the speed of [ight quantum state of every atom and molecule, by adjusting the measarement data sent from the scanning station,

R FTESTEN
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Quantum Communications —

Quantum Teleportation — has been done for real — many times !

600 m

Y

»* P

UV-pulse “lb a tﬁ C.I‘ ‘I
4 -




Quantum Teleportation
(Technically Speaking)

Suppose Alice has a Lluhit that she wants to teleport to Bob. This qubit ¢can be

vy =al0) +B[1).

written generally as:
We want to teleport this state C

Step 1 Our quantum teleportation scheme requires Alice and Bob to share a maximally
entaneled state beforehand, for instance one of the four Bell states

Tensor product used as

in Postulate 2

B

2 particle entangled state — but 1 particle (A) held by Alice and another (B) held by Bob



THE UNIVERSITY OF NEW SOUTH WALES

UNSW } ENGI

Quantum Teleportation

S0, Alice has two particles (C, the one she wants to teleport, and A, one of the
entangled pair), and Bob has one particle, B. In the total system, the state of
these three particles is given by

v)@|o)=(a]o)+ A1) 7= (o) ©[0)+ a1

Tensor product used again
—to get 3 particle state

Step 2: Alice makes measurement in Bell basis of her two qubits (A and C)
1 N _
@°)+[@7))

0)®[0)=—(
0)®|1)=—=(| %) -|¥"

Before looking at Alice’s measurement result

1)®|0) = —= (| )+|¥"

) — note the following identities which
2 simplify our algebra




Quantum Teleportation

The three particle state shown above thus becomes the following four-term
superposition:

) ®(r|0)+ A1) +|@") (e |0) - A1) +

LP+><>9(,b’|0>+05|1>)+

=~ No operation yet performed —

all 3 particles still in same state

1 Step 2: Alice makes a measurement on
>_ ﬂ | >) — Her two qubits (A and C) — which forces
) the complete system into one of these

states
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Quantum Teleportation

Three Consequences of Alice’s measurement

1. Alice and Bobs original entanglement no longer exists

2. Alice’ two qubits are now

entangled in one of the 3. Bob’s qubit B is now in ‘form’

Bell states of original C qubit

\ “teleportation of C almost complete”




Quantum Teleportation

Step 3: Alice informs Bob Classically (send 2 bits)
what one of the 4 possible state her two particles are in

Step 4: Bob uses this information to transform

via a unitarily (Postulate 3) his qubit into
same form as original C particle

Eg. if first state needed use the Identity matrix!
or

e.g if 2™ state chosen use Pauli matrix

to transform into required state C

_to
JE_D_I

Teleportation of C Completed!
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Quantum Teleportation
(Experimentally Speaking)

HOW TO TELEPORT NIST www.nist.gov
QUANTUM INFORMATION
OVER 100 KM of FIBER

CREATING THE QUANTUM STATES

If the photon is in a super-
position of two states,
_ [ w_ (W] TIME

The MIST experiment adds they can be “in phase
guantum information to a the peaks of their waves
photon in its position in a lining up with each other. ..
very small slice of time. SE
The photon can take a short long " - .
path, or a long path, with a - ? out of phase_ , with their o
50/50 chance ... short o waves cancelling each

other out.

Simultaneous out-of-phase phatons cancel out,
So it can be either “early” or

INTENSITY

carly late
“late” in the time bin.
If we don’t know which, then
it's both—a quantum
1 “superposition” in time.
TIME

—ane ranoserand —|




Generate a photon
= in superposition of

possible states.

Generate an input pho-

s ton in the state to be
teleported. We pick its
state: early, late or

a superposition
of both.

beam splitter

detector 1 detectar 2

@‘{"‘"&v

A detector clicks when a

= photon arrives. When one
detector clicks early and the
other clicks late, this means
the helper and input photons
are in opposite states:

early vs. late

OR

in-phase vs. out-of-phase
superposition

Because of the photons’
random paths, this happens
at best only 25% of the time.
The other 75% are discarded.

COMTEMT BY MARTIN STEVEME/MIST
DESIGH B KELLY IRVINE/NIST

¢

The input photon and
= the helper photon
meet at a beam-
splitter. Each has a
50/50 chance of
going straight through
or reflecting off at
an angle.

%

The Experiment

A special crystal splits it into
= two identical photons, a helper
photon and an cuput photon.
They are “entangled”—
the state of one is duplicated
in the state of the other.

i
£,
Y »
k]

130U (B2 JO | Q0L

detector 3 detector 4

Because the output photon is

= entangled with the helper

photon, we know it is in the
same state—which is also

(from Step 5) the opposite state
of the input photon. In effect
we've “teleported” the evil twin
of the input photon, Detectors

3 and 4 measure the state of
output photons to confirm.

EXAMPLE:

in-phase superposition | out-of-phase superpasition

Quantum Teleportation

2) Tech. Background — Teleportation
(Malaney, Globecom 2016)

(Experimentally Speaking)

NIST

National Instifute of
Standards ond Technology

LS. Deportmant o Commenz

www.nist.gov



2) Tech. Background — Quantum

Already a well-developed field even
though study just commenced mid-
90’s

We focus on ideas of protecting the
guantum state using the machinery
of projection operators




2) Tech. Background — Quantum Error Correction
(Malaney, Globecom 2016)

Our unitary transforms (or quantum o) 0 I (1 Oj
gates) are not just matrices on a board —
they need to be physically implemented ) 1 0
. . : 0 > 01 7=
(using laser pulses, field rotations etc) — 0 -1

- if not perfectly implemented an error in \P+> 0 X= 01
the quantum state can occur. 10

IS T

Traversal through a medium e.qg. Fiber
or Air causes a quantum errotr.

Smith & Yard 2008



2) Tech. Background — Quantum Error Correction
(Malaney, Globecom 2016)

(Quantum) Error Correction is easy — right
(wrong)?

[

"HES S P

Basic Problem. it . Joutput'

We are given a state [s> which we want to protect —i.e. identify any
error and correct for it.

All we need to do is a repetition code such as |3> —> |3>|5>|5>

Too easy? Yes - for classical error correction

But in quantum world - No. Our old friend the “No cloning theorem”
says “no way”.

This is what makes quantum communications a lot more interesting
than classical communications!



2) Tech. Background — Quantum

Quantum Error Correction

[

. — g
Basic Problem. L
_ _ o A | B e
We are given a state |s> which we want to protect — input — J output

i.e. identify any error and correct for it.

—— |s)=a]0)+bJy)

We can add other qubits to the state |s>, — |S, 00> = a|000> +b |100>

such as two qubits in state |0>
000) —|000)

We then can find a unitary transform that operates on |100> —> |111>
this three particle composite system with mapping



Quantum Error Correction

Our initial state [

| S> =a | O> +b |1> .infut \___A\*/ oug)ut.

Is now encoded as

's). =a|000)+b|111)

We have encoded a single qubit into three qubits

Seem like a good idea?



Quantum Error Correction
X Correcting Codes

Lets us assume |7
| | : B e
1) noise affects at most one of our three qubits P /_’ output

2) Error flips a |0>to a |1> and vice versa

3) Thatis we assume that possibly the noise
changes one of the qubits via the action of

0 1
1 0

X =

[Yes, there are other errors!]




Quantum Error Correction
X Correcting Codes

;ﬁ

—~ B#
output
— o —

Let’s first do a special form of *inf;lut
iIncomplete measurement. Which will

1) Have four outcomes

'2) Which is not associated with a specific vector in the state space
3) But rather with a 2 dimensional subspace of the state space

4) And where the subspaces are mutually orthogonal

NB. state space for 3 qubits has four mutually orthogonal 2D subspaces



UNSW } ENGI

Quantum Error Correction
X Correcting Codes

Consider the four projection operators

P, = |100)(100|+|011)(011] ARSI

e A
P, =|010)(010|+|101)(101
P, =]001)(001|+|110)(110 Acting on
P, =|000)(000| +|111)(111 s). =2|000)+b|111)

Ve

If measurement leads to subspace P, — what/where is the error?

If measurement leads to subspace P, — what/where is the error?



Quantum Error Correction
X Correcting Codes

How do we correct an X error at a qubit?

input
0 1 =

1 0

Tells us — Apply the inverse of X to the qubit identified.
What is inverse of X? (Hint — it looks awfully like X)

We have completed your first quantum error correction.
Real quantum error correction is just as simple as this (well......, kind-of, sort-of)

We have defeated Entanglement (with environment)
using Entanglement (with an ancilla)

B e

output



UNSW } ENGI

Quantum Error Correction
X Correcting Codes

Other Correcting Codes using same technique?

Assume again noise affects only one qubit but affect is

U (cos@ isin 6’] -

-

N Aside
Ising cosd . .
cos@ isind cosd isingd)(1
U|O>:(isin¢9 cosej|0>:[isin¢9 cos@j(oj
cos 6 1y .. (0 .
For focus assume second qubit is only affected — then “lising =coso 0 +1sing 1 =c0s0|0) +isin 4[1)

's). =a|000)+b|111)

eeeeeee

[s). =U,|s)_ =a(cos@]000)+isin©|010))+b(isin&[101) +cos 9|111))
\

Note subscript 2 means apply only to ond qubit



Quantum Error Correction
X Correcting Codes
Other Correcting Codes using same technique?

Aside. Checking previous result ——

s). = a[000)+b[111) o

cosd isin@ (|0
ising coso )| |1

—

Note these arrows are conceptual

only - formally we would need to
§0/0)+ising|1)
isin6|0)+cos4|1)

do the matrix form of the states
j properly

Exercise for reader —confirm the

result below

[s). =U,|s)_ =a(cos@]000)+isin©|010))+b(isin&[101) +cos 0|111))

e.g. the second |0> in first term of |s>C transforms to COS 6 | O> + i Si n 9 | 1>



UNSW } ENGI

Quantum Error Correction
X Correcting Codes

Measuring the encoded state

But when we do a measure

P, = [100)(100[ +[011)(012] o

P, =|010)(010| +|101)(101
P, =|001)(001|+|110)(110
, =[000)(000| +|111)(111
= a(cos6|000) +isin §]010))+b(isin 6|101) + cos §|111))

Only two outcomes have a non-zero probability!

# # - 2 P, |s):
=(S|. P,[Ss).  =sIn“ @ 21%/c __ _ 4|010)+b|101
P, = (sl Py [s)c oo -l oo
P4

7~

* @ —
~—

HH*

Final States
Sk _ajo00)+bl111)
# #

D, = <s|i P4|s>i =0s% 6



Quantum Error Correction
X Correcting Codes

Error Correction? B
Note that the projection onto this final state o A

N ) .
P |S># input — P
~_C__ =3|000)+h|111)
#

Vs Ps):

Has automatically corrected the error (caused by U on the 2" qubit) —

Therefore no need to do anything further if we get this outcome -

The measurement has corrected the error !



Quantum Error Correction
X Correcting Codes

Error Correction?
Note that the projection onto other final state —

# - A f . ——Be
input — output
P,|s). —l)

— =a|010) +b|101)

Vs Rs):

Has not automatically corrected the error (caused by U on the 2"d qubit) —

Therefore as this projection outcome this is mapped to a flip error in the
second qubit — we need to correct this by applying the X operator

x5



Quantum Error Correction

Z Correcting Codes

Are we there yet? Erit e i/omput

Almost:
As real quantum engineers — we have a feeling we need to do
just one more type of error correction.

Alright then - how about a Z correcting error code?

A combination of X and Z correcting error codes leads to
a very effective strategy!



Quantum Error Correction

Z Correcting Codes

Consider the operator

z-[1 " Nl T
O _1 input _{’_ .H‘,/ output
Acting on any of our three qubits from the state |s>C = a|000> + b|111>

Leads to

s). =al000)—b|111)
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UNSW } ENGI

Z Correcting Codes

m. A
We need a scheme that corrects Z errors 1
but does not correct X errors. |+> = —(|O>+ |1>)
To do this let us define > \/E
1
1 0)1 =) =—=(/0)-[2))
vow 2=y 5] (0+1) 72




UNSW } ENGI

Quantum Error Correction
Z Correcting Codes

o gy o i zomeorr U
), =+ ) == ((10) ) @ (10} 1) @ (0)+ 1)
). === ==((10)-) ©(10)- 1) @ (10} - 1)

Again we have appended two additional qubits, just as before



UNSW } ENGI

Quantum Error Correction
Z Correcting Codes

We can now correct any Z-type error by projecting into ® /A B A
subspaces similar to the X case where we used P ——— ; 9

P, =|100)(100|+|011)(011|
, =|010)(010|+|101)(101
, =|001)(001|+|110)(110
, =|000)(000|+{111)(111

What are the new projection operators will be for Z errors?
(hint)
X|y=lo) )=

X[0)=]1) Z[-)=[+)




Yep, you got it

Q4:

Quantum Error Correction
Z Correcting Codes

]
(

e A

input

I I

] ;
| L — { B o
: . output

—

PS. This is the real

/ addition symbol
R L L I

+— )+ —+|+[-+ ) (- +-
++ )+ + =+ =)=+
+HH) |+ (——-

Just as before an error correction (Z-matrix) multiplies a qubit depending where
the subspace measurement found (which Q found)

One can show that

1 0
not only does this 1 0 ..but also of form \/ = _
scheme protect L= 0 -1 O ew

against error of form



Quantum Error Correction
The Shor Code

3 E

| U
? A B e
_ S— J output

The Shor Code (1995) combines X and Z error correction techniques that protects
against all single bit errors. We only briefly outline main points of this this code

® A

input

It appends eight additional qubits to a standard state

5)=a0)+bj2

A composite nine particle system results in a state vectors of length 2°



In the Shor Code single qubit states end up being encoded as

|0), =T((|ooo> [111)) ®(]000) +[111)) ® (|000) +[111) )
1), =T((|ooo> [111)) ®(]000) - [111)) ® (] 000) - |111)))

By looking back you can see that the form of the Z-error correcting scheme has
been used here except that the X-error mapping below has been used

|0) —|000)
1) — |111)



Quantum Error Correction
The Shor Code

- B |
e A = 2. o
input . output

Consider the 27 possible single qubit errors X Xy
Z ...
XL ...XZ,

It turns out that some of the Z error cannot be distinguished (only 3 independentO
(but have same error correction) —

We end up having have 22 (9X’s, 9XZ's, 3Z’s, one I) unique error corrections
(including | matrix =no error)

Also every single qubit error can be written as some linear superposition of
the 22 matrices

(most important is the need for an extra subspace than contains 2°-44=468 dimensions
associated with multiple qubit error errors)



Quantum Communications —
Concepts you need to know (as we move alonq)

The Infinite Qudit
Just when you thought this
was all too easy.......
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Discrete vs. Continuous Quantum Systems
» Discrete

= The standard unit of information is the qubit
= Qubits are typically associated with single photon states

= |nformation coding by using properties, e.g. the polarization of the
photon

= Drawback (?) single photon production (on demand) and detection
IS somewhat difficult.

» Continuous
= Jaser beams easy to produce
= amplitude and phase properties of the light easy to measure

= measurements: yields information about the field quadratures of a
guantum state

= All done using standard “off-the shelf” optical equipment

= Drawback (?) Theoretical issues not as well developed e.g formal
proofs of security for wide range of operating conditions.



3) Tech. Background — (CV) The Quantised EM Field

(Malaney, Globecom 2016)

CV Systems

»  Continuous-variable (CV) quantum systems
» Quantized electromagnetic field

» Quantum harmonic oscillator

» Heisenberg uncertainty principle

» Fock states

» Coherent states

» Squeezed states

» Continuous variable quantum key distribution (CV QKD)



Alternate Quantum Systems

Discrete variable systems
A quantum system having a finite-dimensional Hilbert space

Qubits w)=a|0)+ B0,  |of +|8] =1
A quantum system having a two-dimensional Hilbert space
Spin, polarisation, etc.

. D-1 D-1 )
Quits y)=Sa ), Saf =1
n=0 n=0

A qudit is a generalization of the qubit to a D-dimensional Hilbert
space

Now, assume D 5> oo == Continuous variable systems ]




Continuous Variable (CV) Quantum System

A guantum system is called a CV system when it has an infinite-
dimensional Hilbert space described by observables with continuous
eigenspectra.

For instance amplitude & phase quadratures of light (polar)
Or its quadratures X & P (Cartesian)
X ~ electric field, P ~ magnetic field

electric
field
Or position X and momentum P »

of a free particle magnetic

%‘w



Quantized Electromagnetic Field

E(r,t) =Y Ee [ak,sei(k““’kt) 4 a:,se_i(k““’kt)]
k,s

1/2
V.E=0 E, :[ hay, )
V.B=0 4ng,

V xB- = 0 Promote Fourier components &, ;to operators a,

The classical E field is the
expectation value of the quantum operator E

E(r,t)zEoe[icos(kr—a)t)+lssin(kr—a)t)]\
s 1 .
Xzﬁ(aJra)
A
L P_ﬁ(a—a) y




» The prototype of a CV system is represented by N modes,
corresponding to N quantized modes of the electromagnetic field.

» A mode refers to a single degree of freedom of the electromagnetic

field, e.g. polarization, frequency

electric
fﬂlld

magnetin::
field W

A system of N modes can be modeled as
a collection of N quantum harmonic

oscillators with different frequencies.




Quantized Electromagnetic Field

A single-mode field is equivalent to a harmonic oscillator

the electric and magnetic fields play the roles of position and
momentum.

The quadrature field operators )2 and |5 ;

act similar to the position and momentum operators of the quantum
harmonic oscillator.




Quantum Harmonic Oscillator

Quantum harmonic oscillator of unit mass, is described by the
Hamiltonian (energy)

A =2 (%2 + P?)
2
Canonical commutation relation (=1 )

X,P|=i

The operators )Z and|5 are Hermitian and therefore correspond to
observable quantities.




}ENGI ERING
Quantum Harmonic Oscillator

It is convenient, to introduce the non-Hermitian (and therefore non-
observable) annihilation ( @ ) and creation (") operators (or Ladder

operators)
~ 1 % 1ip
= Annihilation (lowering ) operator a_ﬁ( + )
A 1 /o .2
= Creation (raising) operator al = —(X — IP)

2



o0

Fock states {| n>}n=0 . elgenstates of the number operator

fi|n)=n|n)

o0

or Fock states {| n>}nzo: energy eigenstate of the single mode field
with the energy eigenvalue

H [n) =E,|n), En:hm(n+%j

Fock states are orthonormal, and form a basis for single-mode
Hilbert space

(n|m)=4

nm



Fock States

When the harmonic oscillator describes an electromagnetic (light)
field, ‘ n> represents a state of the field with exactly n photons.

The creation and annihilation operators create and destroy photons,
respectivel A
P y a'Iny=+/n+1|n+1)

é|n>=\/ﬁ|n—1>

Vacuum state |0> - State containing no photons
(State of minimal energy)




Heisenberg Uncertainty Principle

h

o =(X)=(R)" o = J(F)-(B)
(X)=(w|X|w), (P)=(w|P|w)

In contrast to the classical case, a state of the quantum harmonic
oscillator can never be a simple point in phase space. It always
acquires some spread, to fulfil uncertainty principle




Heisenberg Uncertainty Principle
If we set h=1

1
Oy Op _E

For vacuum state | O>

|O>: State of minimal uncertainty with equal uncertainties in position
and momentum

5

vacuum
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Coherent States

Coherent state | ): labelled by a complex number « and are the
right eigenstates of the annihilation operator :

Unlike the Fock states, the coherent states are not orthogonal
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Coherent States

Coherent state|a> . can be described as vacuum states displaced
from the origin of phase space

) =D(@)|0)

D(a)=exp(-a"d+ad")

5

X

|a>: State of minimal uncertainty with equal uncertainties in position
and momentum
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Coherent States

Expectation value of the number operator = 4'4
(e fi| ) = o]

For an electromagnetic field, |a|2 IS the mean photon number in the
coherent state. When the mean photon number becomes very large,
the fixed uncertainties

oy =1/2=0;

become negligible compared to the displacement from the origin of
phase space, and the coherent state behaves like a classical phase

space point. 5

electric
m field
magnetic
field %

X




Squeezed States

squeezed vacuum state S(¢) | O>

Uncertainty in one of quadratures ol =g
Is below that of the vacuum state

5
Oy # Op %%
7

1 1 1
O->2(<E’GF2)>_’ GXJP_— ! /)

2 —

x>
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Two-Mode Squeezed States
Two-mode squeezed vacuum state S, (£)[0)[0):

N

S, (&) =exp(&" 4,8, -£4/8;)

S, (r)does not factor as a product of two single-mode squeeze
operators

Two-mode squeezed vacuum state is not a product of two single-
mode squeezed vacuum states

It is an entangled state containing strong correlations between the
two modes.



- S
1111111111111111111111
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Two-Mode Squeezed States

squeezed state : X At X 5 R
J2 J2
. XA — X]_ — X2 Is . RI. + P2
anti-squeezed - —\E , P, 7
1 1
O-% :O-% =—e_2§, (TZA :O'% :—e+2§
R 2 R 2

2 _ 2 _ =
For &>0, Oy =05 <

For £ — w0, |31— |32 = Py )21 + )22 = X, perfect (anti) correlation
(maximal entanglement)

Achieving strong squeezing is experimentally challenging and an infinite level
of squeezing is not physically possible



3) Tech. Background — (CV) The Two-Mode Squeezed States

(Malaney, Globecom 2016)

Creating
Two-Mode Squeezed States

Two-mode squeezed state
;mn Beam) There are many ways two
*

o7 produce two-mode squeezed
Ak e beams.

Beam Splitter Now easy and standard work-

horse of CV quantum
communications.

momentum- position-
squeezed (1) squeezed (r)



Two-Mode Squeezed States

Two-mode squeezed vacuum state can also be expanded in the
basis of Fock states as .

|W> T™MSV — V1-4°

n

o0

(-2 ) ),

A =tanh(¢)

This description represents the correlation between photon numbers
(entanglement).

If 1| measure the photon numbers of beam 1, and obtain the
eigenstate [m> which means there are m photons, | know for sure
that there are m photons in beam 2. This works even if the two
beams are far apart.
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CV QUANTUM KEY DISTRIBUTION (CV QKD)
SORT OF SIMILAR TO DV QKD !

CV Quantum Key Distribution (coherent state protocol)
The security is based on the fact that coherent states are
non-orthogonal (no-cloning theorem applies)

(1) Alice generates two classical random variables each drawn from a
Gaussian distribution a,, a,. Alice prepares a coherent state,
displaced by (these variables are encoded onto a coherent state)

(2) For each incoming state, Bob draws a random bit U, and measures
either the X or p quadrature based on U, , obtaining a, or @

(3) Bob reveals his string of random bits U, and Alice keeping as the final
string of data the values (a,or ap) matching Bob’s quadrature.

(4) Alice informs Bob of which values she keeps
(5) Error correction and
(6) Privacy amplification proceeds - both similar to DV protocol




_ 4) Emerging Applications
UNSW E I (Malaney, Globecom 2016)
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Emerging Quantum Applications
Quantum Communications

Quantum Gza-Encryption
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4) Emerging Apps —QKD (revisited)

(Malaney, Globecom 2016)

QKD (revisited) — Product Status

IDQuantique, Toshiba, MagiQ, SeQureNet, QinetiQ, Quintessence (CV states)

£ T~ N Rate 1MB/s at
2 T TOSHIBA 50km (Fibre)
E q-\"'-l Leading Innofgtinn >

| TOSHIBA

Filotanaa I:'

*Provide secured quantum keys for any encryption
device

TOSHIBA

*Scalable: one quantum key server can distribute

keys for up to 100Gbps of data a2 T12 Standard BB84
S 10
*Fully automated key exchange with continuous key S s
renewal £ 6
S o
" ﬁ 0.4
*Integrated entropy source based on a { I )\ E
*Quantum Random Number Generatoraf } | / @
- X Z | Totl Total z X

Px =1M6 px =112

*Adaptable: Works on dark fibre and i ——=={o[A[1[o[o[1]
*WWDM networks o M “Decoy” rate



4) Emerging Apps —QKD (revisited)
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QKD (revisited) Status - Free Space

Receiver

b Source and transmitter

Transmitter [ Q
Fibre o= Ti—t

DC source

Paolarization Palarization J

compensation cmnncnsat:on ] - L
= == o
= DBAH 2 =B =
= HW p!_-[. — Al ) 3
S pes[l Classical Internet 5 - N ~
@ .cannectian g B2 < T - e
g ! = v — e ]
= : > &‘tl_‘ =T ~'Q.;%

Polarization analyser Polarization analyser e i Y R N

a, First free-space demonstration of QKD realized two decades ago over a distance of 32 cm.

The system uses a light-emitting diode (LED) in combination with Pockels cells to prepare and measure the
different signal states.

b, Entanglement-based QKD set-up connecting the two Canary Islands La Palma and Tenerife®.

The optical link is 144 km long. OGS, optical ground station; GPS, Global Positioning System; PBS, polarizing

beamsplitter; BS, beamsplitter; HWP, half-wave plate.
¢, Schematic of a decoy-state BB84 QKD experiment between ground and a hot-air balloon°,


http://www.nature.com/nphoton/journal/v8/n8/full/nphoton.2014.149.html�
http://www.nature.com/nphoton/journal/v8/n8/full/nphoton.2014.149.html�
http://www.nature.com/nphoton/journal/v8/n8/full/nphoton.2014.149.html�

"Our hack gave 100% knowledge of the key, with
ero disturbance to the system,"




4) Emerging Apps —QKD (revisited)
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QKD (revisited) Status - Security

Testing of Models
e.g. by embedding into larger models Model of Devices

- requires experience based cut-off - e.g. quantum mechanical

=< no scientific proof possible description

- quantum security perimeter

Software and Hardware Implementation - classical security perimeter
- verified software Exact Protocol

(development & execution) - sequence of protocol steps
- hardware security perimeter - Error Correction method
- key management - Privacy Amplification function

- security parameters

Scientific Security Proof
“perfect secret key with
exception of probability *”

Security Statement: The security statement of a QKD protocol is of a probabilistic nature. The final key can be
claimed to be completely random and completely private, except with a probability ¢. With that probability =, one
pessimistically assumes that an adversary might know the complete key. Any (JKD device therefore shall have to quote
not only the length of key that it creates in a given time over specified distances, but also the parameter & associated
with this key.

“Theoretical” unconditional security approaches perfection in infinite limit
(see also “Device Independent” QKD- later)



4) Emerging Apps —Satellite Comms.
(Malaney, Globecom 2016)

Satellite Communications - Status
Will build on single photon tests bounced

of satellite by Yin et al (2013) and error rate
measurements by Vallone et al (2014).

China Launches World's 1st

£
'
.* Quantum Communication Satellite

:State Analyzer'_

Laser Ranging|
|
«(Qubit Laser
= B . |'-"~ A = >
________ | ) ) 100 ms
’ =t | 10 ns
eeoe A A A L oo |
SLR Pulse Qubits SLR Pulse

Rob Malaney



Final Entanglement

Every “prepare and measure” (PM) QKD
has a corresponding
“‘entanglement based” (EB) version.

As an example, based on EB analysis it
can be shown how of positive key rates
can be obtained from sending coherent
pulses to a satellite

even if adversary controls the satellite
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4) Emerging Apps — The Quantum Internet

(Malaney, Globecom

Large Scale Systems —

Towards the Quantum Internet

¥ _ il -
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Large Scale Systems —
Towards the Quantum Internet
Two Recent Important Network Results

Hefei, China
Sun et al 2016.

§ Calgary, Canada

Valivarthi et al 2016.

FRGA .
O-f3-@
: L mﬁ«-----:
| | | ' i R
n d ¥ .
o - i ﬁ_f)—..m'u:;—.r
Circutator A oA W st .~ v MZI - VDL L
El A +
i) - o . FBG e EOM / ES % EPC M PM FEG
Wha ﬁ
i
fikm
- - Varibk
Howewver, in the sime

ie

past not a single quantum-teleportation _experiment has been

realized with independent quantum sources, entanglement ) )
distribution prior to the Bell-state measurement (BSM) and  Here, using the Calgary fibre network, we report quantum tele-

feedforward operation simultaneously, even in the laboratory  portation from atelecom photon at 1,532 nm wavelength, inter-

environment. We take the challenge and report the construc-  acting with another telecom photon after both have travelled

tion of a 30 km optical-fibre-based quantum network distribu-  seyeral kilometres and over a combined beeline distance of

ted overa 12.5 km area 8.2 km, onto a photon at 795 nm wavelength. This improves
the distance over which teleportation takes place to 6.2 km.
Our demonstration establishes an important requirement for
quantum repeater-based communications® and constitutes a
milestone towards a global quantum internet®.
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Large Scale Systems —
Towards the Quantum Internet
Enabling Technologies

Node A End node A Repeater B Repeater C Repeater D End node E
e (Moot s cd0 Moo Mo r o e
operations, 1) Local
then operations, Swap e
measure then measure

one qubi 0 — one qubi 0O 0
qublt 0 fele) Po} lele qubit MMMW@MQ%
00 Q0

2) Exchange classical bits

o EEEFern o o

Freed qubits

3) When bits agree,
entanglement is strengthened

Entanglement Swapping

Distillation

Five-layer model role ~ Purify-and-swap layer
Application | APP APP | Application
Error management ? ? Purification control
Remote state composition E ESC E Entanglement swapping control
Error management ? PC | PC PC | Purification control
Remote state composition | Esc| ESC ESC | ESC ESC ’E Entanglement swapping control
Error management Yﬂ- PC | PC f=—ss PC | PC = PC | PC PC | Purification control
Link-level entanglement ?q— EC | EC f=— EC | EC f=— EC | EC EC | Entanglement control
Physical ?W PE | PE MWW= PE | PE MWW= PE | PE PE | Physical entanglement
Node A Node B Node C Node D Node E

Network Control
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Towards the Quantum Internet
Large Scale Networks — The Ultimate Goal?

Repeater station

{1y

Figure 1. Multipartite quantum network based ongraphs network nodes together with links between them constitute a graph. Both
network nodes and repeater stations receive and send quantum particles They prepare qubits{in the |+ -state), perform entangling
quantum gates{ Cz-gates) and measure ments (inthe X-hasis). The number ofsuch actions for a given node depends onits number of

neighbous. Arrowsindicate the transmission direction. Some exarmplesare llustrated. Note that repeater stations have exactly two
neighbours, while network nodes may have more than two neighbours.
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Orbital Angular Momentum (OAM)
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Orbital Angular Momentum (OAM)

Cylindrically symmetric solutions to the EM wave equation

Laguerre polynomial with p + 1 radial nodes

Gaussian with beam waist

u, (r,¢)ocr’L (2r2 /a)z)e‘rz"“ze““j

Laguerre-Gaussian modes Vortex with topological charge ¢

Orbital angular momentumsh per photon



4) Emerging Apps — Orbital Angular
(Malaney, Glob:

Orbital Angular Momentum (OAM)

3km through air — Krenn et al, 2014
Neural Network (16 Multiplexed)

sonding 1nlescops

A ﬂl}
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143km through air — Krenn et al, 2016

( GRIN MMF :
13km through fibre - Gregg et al, 201




4) Emerging Apps — Orbital Angular Momentum

(Malaney, Globecom 2016)

But where is the Far Field?

MIMO-Radio Based OAM,
Bai et al 2014
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Orbital Anaular Momentum (OAM) - Radio

#, ol 5

But where is the Far Field?
A) Sort of far...........

DEFINITIONS OF THE NEAR-FIELD/FAR-FIELD BOUNDARY

Definition Remarks Reference

for shielding

A2w 1/r terms dominant Ott, White

S5A/2m Wave impedance=377(} Kaiser

For antennas

A2 1/r terms dominant Krause

EY Y D not >>\ Fricitti, White, Mil-STD-449C
A6 Measurement error<0.1 dB Krause, White

A/8 Measurement error<0.3 dB Krause, White

A4 Measurement error<1 dB Krause, White
A2 Satisfies the Rayleigh criteria Berkowitz

A 2w For antennas with D<<\ and printed-wiring-board traces White, Mardiguian
2D\ For antennas with D>>A White, Mardiguian
2D\ If transmitting antenna has less than 0.4D of the receiving antenna MIL-STD 462
(d+D)¥/\ If d>0.4D MIL-STD 462
4D\ For high-accuracy antennas Kaiser

50D\ For high-accuracy antennas Kaiser

IN16 For dipoles White

(D2+d2) /) If transmitting antenna is 10 times more powerful than receiving antenna, D MIL-STD-449D

98 epN | AUGUST 16, 2001
Capps, 2001

www.edn mag.com
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Thide et al 2007

FIG. 1 (color online). Radiation patterns for radio beams gen-
erated by one circle of 8 antennas and radius A plus a concentric
circle with 16 antennas and radius 2A; all antennas are (.25A
over the ground. Notice the influence of / on the radiation
pattern. Here [ = O (upper left), [ = 1 (upper right), [ = 2 (lower
left), and / = 4 (lower right).

Orbital Angular Momentum (OAM) - Radio

Edfors, Johansson,2011

MIMO capacity gain over SISO

0 ; ;
107 10° 10* 10 10°
Relative array separation (D/dg)

Fig 6. Capacity gamn over single antenna (SISO) system at at UCA sizes 4x 4,
8x 8. and 16x% 16, at an SNR of 30 dB. Curves are calculated for array radu
100 and array separation distances from 10 times below to 1000 times above
the Rayleigh distance (20.0000X).
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6G
Combined Quantum-Wireless Networks

Modified from Forbes.com
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Some of my own work at this meeting

Generating quantum keys from Earth-to-
Space with laser pulses (CV QKD)

| will be presenting a technical paper on
“CV-QKD with Gaussian and non-Gaussian
Entangled States over Satellite-based
Channels” during the meeting

SAC-SSC.2: System Tuesday 1llam

Use quantum states to ensure data can only

. - Encoded Unitary
e & QLY Instruction
Q0T Instruction

d 3 S
™
T L 278 e
- Ty

" Radio Information
& Ouantum ldentiher

# . =~ £ ‘*Telep-u-rtatinn Data

be decrypted at a specific location and time

| will be presenting a technical paper on
“Quantum geo-encryption” during the
meeting

I B i
Q Teleporiztion Channel 4
& .
i _ o i .'-
/I,DC Qubits

CISS.9: Cryptography and Network
Security, Wednesday 11lam
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Conclusions
Quantum Communications is an exciting
new area for engineers —it is here to stay.
It will deliver the ultimate cyber-security
solutions to next-generation networks.
There are many real-world problems
looking for real-world engineering
solutions. Specific engineering challenges
highlighted here include -
Large-scale City-wide Networks
Space-based Communications
The Global Quantum Internet

New Multiplexing Schemes (OAM)

Next-Generation (6G) Wireless
Communications

Quantum Computer Communications
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General Reading (from which I have borrowed in some slides)
A useful beginners guide to Quantum Information is
“Protecting Information: From Classical Error Correction to Quantum Cryptography”,
Susan Loepp, and William Wootters, Cambridge University Press (2006).

The classic reference text of the field is

"Quantum Computation and Quantum Information”, Michael A. Nielsen and Isaac L. Chuang,
Cambridge University Press (2000).

A good introduction to CV states and quantum optics is

“Introductory Quantum Optics”, Christopher Gerry and Peter Knight, Cambridge University Press (2005).

*My thanks to N. Hosseinidehaj for assisting with some of these slides.
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