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Overview 
 
 Presenting security & privacy vulnerabilities of IoT; 

 NEST Protect Smoke Alarm 
 Philips Hue Smart Bulbs 
 Belkin WeMo Motion+Switch kit 

 
 Proposing a possible network level solution 

 Network based security over device based security  
 Security as a Service (SaaS) provider. 
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Internet of Things 
 

 Future of Technology 
 

 Connected devices 
 

 Smoke alarms, light bulbs, 
power switches, motion 
sensors, door locks etc. 

 
 
 Expected growth from 20 
billion to 50 billion devices by 
2020 
(Source: Cisco VNI) 
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Challenges 
 Security of systems and Privacy of individuals present 

biggest challenges for the tremendous advance of IoT 
 
 Further adoption of IoT devices is predicated on 

resolving these security and privacy issues 
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Methods of Analysis 

 Network activity analysis : 
 

 Wireshark 
 
 

 Port Mirroring 
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Typical Operational Models 

Direct Access  Transit 

IoT 

Eg: Philips Hue Lamps 

IoT 

Eg: Fitbit Flex 

Internet Internet 

External Server 

IoT 

Eg: Nest Protect Alarm 

Internet 

 



Nest protect smoke alarm 
 Nest Protect is essentially a smoke alarm  

with a set of extra features such as: 
 
1. Notification: Ability to notify users in case 

of emergencies by sending a notification 
to their phones 

 
1. Motion Sensors: Ability to hush false alarms 

by waving a hand. 
 

2. Light Sensors: Ability to detect when lights 
are turned off and light up a path light 
when motion sensed in dark. 
 

3. Voice: Voice interaction.   



Operational Model 

Direct Access  Transit 

IoT 

Eg: Philips Hue Lamps 

IoT 

Eg: Fitbit Flex 

Internet Internet 
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IoT 

Eg: Nest Protect Alarm 

Internet 

 



 
AUTHENTICATION 
frontdoor.nest.com 

 

 
NOTIFICATION 

transport04.rts08.production.nest.com 
 
 

 
DATA SYNC 

log-rts08-iad01.devices.nest.com 
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Philips Hue Lamps 

 One of the oldest IoT 
devices on the market 
(since 2011). 
 

 Ability to control lights via a 
smartphone app.  
 

 Highly Customizable and 
work with a lot of 3rd party 
services like IFTTT (eg: blink 
the light if someone sends 
me a message on 
facebook) 
 

 



Operational Model 
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Communication Process 

 Phone talks directly to the hue bridge and bridge then 
relays appropriate commands to the lights using zigbee.  
 

 All Communications between the phone and the bridge 
are in plain text. 

       Plaintext 

       Plaintext 





Philips Hue Attack 



Philips Hue Attack 



Belkin WeMo Motion+Switch 

 Internet connected power switch and 
motion sensor 
 

 Can convert any household appliance 
to IoT via the power switch. 
 

 Ability to make rules eg: “turn the power 
switch on for 5 minutes when motion 
detected”. 

 
 Very popular devices. Found in almost 

all tech stores 



Operational Model 

Direct Access  Transit 
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Communication Process 

 Phone talks directly to the WeMo switch 
 

 All Communications between the phone and the 
bridge are in plain text and require no authentication 

       Plaintext  
No Authentication 

       Plaintext  
No Authentication 
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 Wi-Fi setup 
 

 Switch control 
 
 Firmware update 

 
 Rules  

 
 Remote Access  

 
 Device info 



WeMo Switch Control 
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Enabling Remote Access 



Security as a Service (SaaS) 
 
 Existing solutions tend to focus on device 
enhancements.  

 Hardware improvements (dedicated chips for encryption etc) 
 Software improvements (more secure but also more computing overhead) 

 

 Hundreds of IoT manufactures and thousands of IoT     
devices – hard to get them to all play along 

 High cost of recall 
 Redesign of hardware 

 

 Need for a possible network level solution 
 Network based security over device based security 

 Security as a Service (SaaS) provider. 
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Security as a Service (SaaS) 
 
 Device specific rules 

 Apply certain access control rules for specific devices 
 

 User Friendly 
 User doesn’t need to be worried about securing their devices 
 Alerts provided to the user in case of malicious activity 

 
    NEST   Philips Hue 
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Questions 



Nest does a DNS query for : frontdoor.nest.com 8.8.8.8 

 frontdoor-srt01-production-40417003.us-east-1.elb.amazonaws.com 

Nest authenticates itself to this server using its 
OAuth2 token and then does this DNS query : 
transport04.rts08.iad01.production.nest.com 

   8.8.8.8 
DNS Response 

ec2-50-19-134-217.compute-1.amazonaws.com 

DNS Response 

   8.8.8.8 

Nest has an encrypted conversation with 
above address (1 KB on average). Phone 
app receives a notification at this stage in 
case of emergency. Nest then does a DNS 
query for : 
log-rts08-iad01.devices.nest.com 

devices-rts08-production.us-east-1.elb.amazonaws.com 

Nest has a conversation with above 
address. 20KB of data is synced 
with server on an average. Then it 
does a DNS query for: 
fd.rts08.iad01.nest.com 

   8.8.8.8 
DNS Response 

Frontdoor-rts08-production-
1713514578.us-east-
1.elb.amazonaws.com 

Nest does a encrypted TCP 
conversation with above and 
obtains a new OAuth2 token 
for next conversation. 
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